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The Challenge of the Energy Transition is Immense

According to the International Energy Agency:

* Net zero to 2050 hinges on an unprecedented clean‘technology push to 2030

* Net zero to 2050 requires large leaps inclean energy innovation

Source: International Energy Agency Special Report “Net Zero by 2050”




What are some of the technologies involved?
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And what are the hazards associated with them?




We Can Draw On Our Knowledge of the Past . ..

To Inform the Future of Process Safety




We Know What To Do

Risk-Based Process Safety Mana'* ment

OperatingLre dures

Process Safety Culture &ka Practices

sefyintegrity and Reliability Incident Investigation

Comply with
Slandands Process Knowledge %raining and Performance Measurement and
Management % Management Metrics
Process Safety 8 Q
Competency O Contractor Management Auditing

Hazard Identificatig

Understand

Reference: CCPS Risk-Based Process Safety 20 Elements (Four Pillars)




What We Must Do

* Consider the energy transition may bring new process safety challefges and hazards.
* Leverage current expertise to manage potential new hazards:

* As process safety professionals we must take a leading.position to ensure the proper management
of all hazards in the energy business — old and new.

* As new hazards emerge, we must lead the way to ensure our own organizations, regulators,
standards bodies, policy makers and members of the communities in which we operate understand
and effectively manage those hazards.




Thank you









Speaker profile

 Hema Divya Katnha

* Hema Divya is currently pursuing her Masters in Process Safety at University of Aberdeen, Scotland, UK.
She worked as a Process Safety Management Consdltant at Kaypear from 2018. At Kaypear, she
provides PSM consultancy services to Oil & Gas and“Petrochemical industries. She has worked with both
domestic and international clients providing-specialized relief system validation that includes risk
mitigation services and has strong knowledge\of APl 520, API 521, and ASME Section VIII Div.1. She is a
scribe and assists the PHA facilitator in neding of P&IDs, consolidation of risk register, prioritization of
action items, and generation of technical reports. She is an Associate Member with Chartered
Engineering Certificate from Institute ‘of Engineers India(lEl). Hema Divya graduated with a Bachelors in
Technology in Chemical Engineefing from SVCE, Chennai [Anna University] in 2018 and a PG Diploma in
Petrochemical Process Safety and Engineering from Bharat Sevak Samaj in 2020.




Threshold Quantity for Process Safety
Metrics for Special / Coded€Chemicals

« Essential element in improving the process safety program is to identify existing
process safety performance to improve future performance

» To improve the performance, a company has to implement leading and lagging
process safety metrics

« Lagging indicators measures what has already happened, such as accidents and
injuries

« Lagging process metrics ,can be developed using the following guideline
document CCPS Process’'Safety Metrics and API-754

« Major step involved in implementation is grouping the compounds based on its
physical and chemical properties to define its threshold quantities




Problems Faced In Using Gtideline

» Guidance provided is not exhaustive

« Especially leaves interpretation of determining threshold quantities for chemical
compounds with ambiguity due to thel.material complexities in a multi-product
plant

« Standards are US-centric and more ' guidance is needed for companies who want
to implement it in a global scale

« Difficulty faced by these companies are grouping the materials and assigning the
correct threshold quantities

 As these companies ‘Use coded chemicals and introduce at least 50 new
compounds in 2-3 months of time frame




Understanding the Classifig@ﬁon

« Use UNDG Classification -
primary method

* Globally Harmonized System C)
of Classification and ;

Labelling of Chemicals -

. United Globally Harmonized
GHS Standard - primary OR Statement NationsDangerous System of Classification
method Classification Goods Packing Group, and Labelling of

UNDGL Chemicals, GHS

« Simple characteristics such 0y
as toxicity, flammability or (1/
corrosivity of the compoun@l]/Q
OR statement classification
secondary method



Precedence of Hazard Characteristics

UNDG classification and secondary
method of classification

One compound can be classified in more
than one class by the supplier based on
transportation rules

OR statement classification a compound
can have two characteristics at the same
time

Example - styrene is reactive, toxic, and
flammable

Precedence table based on the
Department Of Transportation (ROT)
regulations - used to determinée which
property or class/packing group'of the
compound to be used to determine the
threshold quantities




Based on Toxicity — Gases &~

» Threshold Quantities for Toxic Vapors s\Q)

o Threshold Threshold
: o Threshold Quaiitities " : o "
Inhalation Toxicity for Tier-1 (Outdor) Quantities for Tier- | Quantities for Quantities for
R/ 1 (Indoor) Tier-2 (Outdoor) | Tier-2 (Indoor)

LCs, less than or equal to 200

Hazard Zone A o 5 0.5 kg (1.1 Ib) 0.5kg (1.1 1b) 0.25 kg (0.55 Ib)
LCg, greater than 200 ppm &, b

Hazard Zone B and less than or equal to 100 kg (55 Ib) 2.5kg (5.5 Ib) 2.5kg (5.5 Ib) 1.25 kg (2.75 Ib)
ppm
LCs, greater than (bn

Hazard Zone C and less than oprequ 3000 100 kg (220 Ib) 10 kg (22 Ib) 10 kg (22 Ib) 5kg (11 Ib)
ppm (l/t >
LCs, greater than 3000 ppm or

Hazard Zone D less than or equal to 5000 200 kg (440 Ib) 20 kg (44 Ib) 20 kg (44 Ib) 10 kg (22 Ib)

ppm




Based on Toxicity — Liquids <~

V is the saturated vapor concentration in
air of the material in mL/m3 at 20 °C and N
standard atmospheric pressure.

Hazard Zone B

Volatility V; is given by Q%

Where, P, is vapor pressure in at 20 L OSete
°C and standard atmospheric-pressure.

(]/

Packing Group
]

Threshold
Quantities
for Tier-1

Vapor
concentration
and toxicity

V 2500 LCs, and
LCs, < 200 5kg (11 Ib)
mL/m3

V 210 LCq;
LCsg, < 1000
mL/m3; and the
criteria for
Packing Group |,
Hazard Zone A
are not met.

V 2 LCqy; LCyy <
3000 mL/ms; and
the criteria for
Packing Group |,
are not met.

V 2 0.2LCq;
LCs, < 5000
mL/m3; and the
criteria for
Packing Group |
and Il, are not
met.

25 kg (55
Ib)

1000 kg
(2200 Ib)

2000 kg
(4400 Ib)

Threshold

Quantities

for Tier-1

100 kg (220
Ib)

200 kg (440
Ib)

Threshold

Quantities

for Tier-2

2.5kg (5.5

100 kg (220
Ib)

200 kg (440
Ib)

Threshold
Quantitie
s for Tier-

0.25 kg
(0.55 Ib)

1.25kg
(2.75 Ib)

50 kg (110
Ib)

100 kg
(220 Ib)




Based on Oral, Dermal and l;phalatlon of

mists and dusts @
* Threshold Quantities for Oral, Dermal anq‘é%halatlon mists and dusts

Inhalation mi s Threshold Threshold Threshold Threshold
Oral Toxicity LD50 Dermal Toxicity and dusts I_C‘“O Quantities Quantities for Quantities for Quantities
(mg/kg) LD50 (mg/kg) : for Tier-1 Tier-2 for Tier-2

(Mgl (Outdoor) | Tier-1(Indoor) | 4.t door) (Indoor)
Less than equal to 5 Iégss than equa

Greateﬁrﬁb Greater than 0.2 1000 kg

Greater than 5 and
less than equal to 50 and00 ?ong less than equal (2200 Ib) 100 kg (220 Ib) 100 kg (220 Ib) 50 kg (110 Ib)

.

el RN e EY Greater than 200
less than equal to and less than
300 equal to 1000

500 kg

(11001p) 20 ka(1101b)  S0kg (1101b)  25kg (551b)

than equal 0.2

Greaterthan 2and 2000 kg
less than equal to 4 (4400 Ib)

100 kg (220

200kg (4401b) 200 kg (4401b)




e %
Based on Flammability
* Threshold Quantities for flammability(s\\@

Flammable gases

Liquids with normal boiling point less than @
500 kg (1100 Ib 10 Ib 50 kg (110 Ib 25kg (55 Ib
35 °C (95 °F) and flash point 9( ) ) g (1101b) 9(5510)

less than 23 °C (73 °F)

Liquids with normal boiling point greater O
LOERICERION LRSI REC NI A EEER G ETIE 1000 kg (2200 Ib) 100 kg (220 Ib) 100 kg (220 Ib) 50 kg (110 Ib)
23 °C (73 °F) @

Liquids with flash point greater than equal
to 23 °C (73 °F) and less than and equal to

60 °C (140 °F)
20@ Ib) 200 kg (440 Ib) 200 kg (440 Ib) 100 kg (220 Ib)

Liquids with flash point greater than 60 °C
(140 °F) released at a temperature at or
above flash point

Liquids with flash point greater than 60 °C
(140 °F) and less than equal to 93 °C (200
°F) released at a temperature below N/A N/A 1000 kg (2200 Ib) 500 kg (1100 Ib)

flash point




Based on Crude Oill

* Threshold Quantities for Crude OiIl

Based on Corrosivity

. Th&e\ghold Quantities for Corrosivity

Threshold

Quantities for
Tier-1
(Outdoor)

Description

Crude oil less

than equal to

(LIAH el 1000 kg (2200
(unless actual s}

flash point

available)

Crude oil

greater than

(LAl VS 2000 kg (4400
(unless actual o)

flash point

available)

Threshold

Thresl_u_:ld Quantities for

Quantities for | .

Tier-1 (Indoor) | 1 "2
(Outdoor)

Threshold

100 kg (220 Ib)

100 kg (220 Ib Q?(ﬂo Ib)
¥

%

Q

200 kg (440€b1/200 kg (440 Ib) 100 kg (220 Ib)

Quantities for
Tier-2 (Indoor)

Description

acids/bases,
(substances
with GHS Skin
Corrosion
Category 1A
(exposure less
than equal to 3
minutes during
an observation
period less
than equal than
1 hour) or
substances
with pH less
than 1 or pH
greater than
12.5

Threshold
Quantities

N/A

Threshold PSSOt

for Quantities for Quantities for

Tier-1 (indoor) | Her-2

Threshold
Quantities for
Tier-2 (Indoor)

1000 kg (2200

N/A Ib)

500 kg (1100 Ib)
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Flowchart for CFEEEsg emer&c@lassification
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Example for OR Statement Usage

Styrene Methanol
Source of MSDS: fishersci [9] Source: Pioneer Forensics [10]
Step -1: Check the toxic LC50 Inhalation Step -1: Check the toxic LC50.Inhalation
LC50 = 11.7 mg/L LC50 = 81778.67 ppm for 4 Hrs
LC50 = 2746.66 ppm LC50 > 5000 ppm
We should use toxic liquid as the physical state is  Step-2: Check ‘the boiling point and flash
liquid point
Pi=7 mbar=0.7 kPa Boiling point= 64.7 °C

106 int=12°

Vi = 07 x = = 691047 mL/m? FlgRoint = 12°C
' Using flammability classification

Vi > LC50, LC50 < 3000

Tier | (Outdoor) = 1000 kg (2200 Ib)
Tier | (Indoor) = 100 kg (220 Ib)
Tier Il (Outdoor) = 100 kg (220 Ib)
Tier Il (Indoor) = 50 kg (110 Ib)

So,

Tier | (Outdoor) = 1000 kg (2200 Ib)
Tier | (Indoor) = 100 kg (220 Ib)
Tier Il (Outdoor) = 100 kg (220 Ib)
Tier Il (Indoor) = 50 kg (110 Ib)

Sodium Hydroxide

Source of MSDS: DCM Shriram [11]

Step -1: Check the toxic LC50 Inhalation
LC50 = Not available

Step-2: Check the boiling point and flash
point

Boiling point = Not available

Flash point = Not available

Step-3: Check the oral, dermal and
inhalation dusts and mists

Oral, dermal and inhalation dusts and mists
= Not available

Step-4: Check pH and skin corrosivity
category

pH=131to 14

Using corrosivity classification

Tier | (Outdoor) = NA

Tier | (Indoor) = NA

Tier Il (Outdoor) = 1000 kg (2200 Ib)

Tier Il (Indoor) = 500 kg (1100 Ib)

13




Flowchart for UN tion




Example for UNDG Classification

Styrene

Step -1: Check if the compound there in UNDGL

It is classified in Class 3, Packing Group Il
So,

Tier | (Outdoor) = 2000 kg (4400 Ib)

Tier | (Indoor) = 200 kg (440 Ib)

Tier Il (Outdoor) = 200 kg (440 Ib)

Tier Il (Indoor) = 100 kg (220 Ib)

Let us assume, it is not there in UNDGL [4] list
Step-2: Check in SDS

Source of MSDS: fishersci [9]

Classified in Packing Group IlI

So,

Tier | (Outdoor) = 2000 kg (4400 Ib)

Tier | (Indoor) = 200 kg (440 Ib)

Tier 1l (Outdoor) = 200 kg (440 Ib)

Tier 1l (Indoor) = 100 kg (220 Ib)

Methanol

Source: Pioneer Forensics [10]

Step -1: Check if the compound there in UNDGL

It is classified in Packing Group Il
So,

Tier | (Outdoor) = 1000 kg (22001b)
Tier | (Indoor) = 100 kg (22071b)

Tier 1l (Outdoor) = 100 .Kg (220-1b)
Tier Il (Indoor) = 50 kg (110 Ib)

Let us assumey,itis.not there in UNDGL [4] list
Step-2: Check\inSDS

Source jof MSDS: Sigma Aldrich [12]
Classified in Packing Group Il

So;

Tier | (Outdoor) = 1000 kg (2200 Ib)
Tier | (Indoor) = 100 kg (220 Ib)

Tier Il (Outdoor) = 100 kg (220 Ib)
Tier Il (Indoor) = 50 kg (110 Ib)

Let us assume, the packing group is not there in the SDS
as well

Step-3: Check the class the compound
Source of MSDS: Sigma Aldrich [12]

Class of methanol 3, packing group Il and 6.1 packing
group Il

Based on Precedence Table [6], Class 3 Packing Group I
is preferred

So,

Tier | (Outdoor) = 1000 kg (2200 Ib)
Tier | (Indoor) = 100 kg (220 Ib)
Tier Il (Outdoor) = 100 kg (220 Ib)
Tier 1l (Indoor) = 50 kg (110 Ib)

15



Example for UNDG Classification

Sodium Hydroxide

Step -1: Check if the compound there in UNDGL

In this case, refer to the physical properties if solid or vapor and then
decide the packing group. Here let us assume its solid

It is classified has packing group I

So,

Tier | (Outdoor) = 1000 kg (2200 Ib)

Tier | (Indoor) = 100 kg (220 Ib)

Tier Il (Outdoor) = 100 kg (220 Ib)

Tier Il (Indoor) = 50 kg (110 Ib)

16






Example for GHS

Styrene
Source of MSDS: eChem Portal [13]
The hazard statements are
H226 — Flammable Liquid Category 3
H315 — Skin Irritation Category 2
H319 - Eye Irritation Category 2
H332 - Acute Toxicity Category 4

Based on the hazard statements H332 - Acute
Toxicity Category 4, is having the lowest threshold
quantities

So,

Tier | (Outdoor) = 200 kg (440 Ib)
Tier | (Indoor) = 20 kg (44 Ib)
Tier Il (Outdoor) = 20 kg (44 Ib)
Tier Il (Indoor) = 10 kg (22 Ib)

Methanol
Source of MSDS: eChem Portal,[14]
The hazard statements are
H225 — Flammable Liquid €ategory 2
H301 — Acute ToxiCity Category 3
H311 - Acute Toxicity Category 3
H331 - Acute, Toxicity Category 3

Based, on, the hazard statements H331 -
Acuten Toxicity Category 3, is having the
lowest threshold quantities

So,

Tier | (Outdoor) = 100 kg (220 Ib)
Tier | (Indoor) = 10 kg (22 Ib)
Tier Il (Outdoor) = 10 kg (22 Ib)
Tier Il (Indoor) =5 kg (11 Ib)

Sodium Hydroxide

Source of MSDS: eChem Portal [15]
The hazard statements are

H314 — Skin Corrosion Category 1A
H319 — Eye Irritation Category 2
H315 — Skin Irritation Category 2

Based on the hazard statements H314 -
Skin Corrosion Category 1A, is having the
lowest threshold quantities

So,

Tier | (Outdoor) = NA

Tier | (Indoor) = NA

Tier 1l (Outdoor) = 1000 kg (2200 Ib)
Tier Il (Indoor) = 500 kg (1100 Ib)

18




Conclusion

Compounds

Tier | (Outdoor) = 1000 kg (2200 Ib)
Tier | (Indoor) = 100 kg (220 Ib)
Tier Il (Outdoor) = 100 kg (220 Ib)
Tier Il (Indoor) = 50 kg (110 Ib)

Tier | (Outdos

Tier | (Indoor), =200 kg (440 Ib)
or)= 200 kg (440 Ib)
=100 kg (220 Ib)

utdoor) = 2000 kg (4400 Ib)

Tier | (Indoor) = 200 kg (440 Ib)
r I (Outdoor) = 200 kg (440 Ib)
. Tier Il (Indoor) = 100 kg (220 Ib)

Styrene

United Nations Dang wrous Goods Packing
OR Statement Groud. UNDGL

Tier | (Outdoor) = 200 kg (440 Ib)
Tier | (Indoor) = 20 kg (44 Ib)
Tier Il (Outdoor) = 20 kg (44 Ib)
Tier Il (Indoor) = 10 kg (22 Ib)

Tier | (Outdoor) = 1000 kg (2200 “*" " Tier | (Outdoor) = 1000 kg (2200 Ib)
Tier | (Indoor) = 100 kg (220 Ib Q Tier | (Indoor) = 100 kg (220 Ib)

Tier Il (Outdoor) = 100 kg 2 Tier Il (Outdoor) = 100 kg (220 Ib)

Tier Il (Indoor) = 50 kg (110 Ib Tier Il (Indoor) = 50 kg (110 Ib)
Assumption 1 — Based on the MSDS
Tier | (Outdoor) = 1000 kg (2200 Ib)

Tier | (Indoor) = 100 kg (220 Ib)

Tier 1l (Outdoor) = 100 kg (220 Ib)

Tier Il (Indoor) = 50 kg (110 Ib)
Assumption 2 - Based on the class
Tier | (Outdoor) = 1000 kg (2200 Ib)

Tier | (Indoor) = 100 kg (220 Ib)

Tier Il (Outdoor) = 100 kg (220 Ib)

Tier Il (Indoor) = 50 kg (110 Ib)

Methanol

$o)
V
>

Tier | (Outdoor) = 100 kg (220 Ib)
Tier | (Indoor) = 10 kg (22 Ib)
Tier Il (Outdoor) = 10 kg (22 Ib)
Tier Il (Indoor) = 5 kg (11 Ib)

Tier | (Outdoor) = NA

Tier | (Indoor) = NA

Tier Il (Outdoor) = 1000 kg (2200 Ib)
Tier Il (Indoor) = 500 kg (1100 Ib)

Tier | (Outdoor) = 1000 kg (2200 Ib)
Tier | (Indoor) = 100 kg (220 Ib)
Tier Il (Outdoor) = 100 kg (220 Ib)
Tier Il (Indoor) = 50 kg (110 Ib)

Sodium Hydroxide

Tier | (Outdoor) = NA

Tier | (Indoor) = NA

Tier Il (Outdoor) = 1000 kg (2200 Ib)
Tier Il (Indoor) = 500 kg (1100 Ib)

19




Conclusion

« Based on the three approaches, a company.has to use a consistent
approach for all the compounds.

» Choosing the Safety Data Sheet (SDS).is the key factor, company should
use an appropriate safety data sheet during the process of classification.

« Company has to decide a conversative approach for the classification.

* Above table shows that different_Threshold Quantities can be obtained
when using the various appreaches.

 The GHS classification istmost conservative due to the lower threshold
values.

« Companies dealing with many coded/special chemicals with global
operations must determine the best classification method and consistent
so that they can obtain proper process safety metrics across various sites.

20




Thank'You

Hema Divya— khdivya@gmail.com
Rahul Raman — rahul@kaypear.com
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The work of the Gulf

Research Program in
offshore safety

MKO Process Safety & Risk Conference

11 October 2023
Hallie Graham

Jim Pettigrew, CAPT, USN (Ret),
Board Director




THE NATIONAL ACADEMIES OF SCIENCES,
ENGINEERING, AND MEDICINE

Advisors to the Nation on sciences, engineering,~and medicine.

NAS created in 1863 under Lincoln Adminjstration.

Non-profit, non-governmental organization

The National Academies is the umbrnélla term for NAS, NAE, and NAM.

Strengths of our work:

— Independence
— Scientific objectivity
— Balance

Engineering



CONSENSUS STUDIES & WORKSHOPS

Engineering



THE GULF RESEARCH PROGRAM (GRP)

» A 30-year program (2013 - 2043) managed by the Natighal Academies.

« Funds research grants, fellowships, studies, and other activities.

» Operate in five areas:

— Offshore energy safety

— Environmental protection and
stewardship

— Human health and resilience

— Education and engagement

— Data, analysis, and information

N AT I O N A L :ﬁ;rnc:jring
/\C/\ D E M I ES Medicine




The Gulf Research Program Divsion

Committee
(GRP
Oversight)

Executive
Office

GOES BGEE GEPS

Oversight Oversight Oversight Oversight Oversight

(Pending)

Gulf Offshore | Board on Gulf ! Gulf

' - Environmental Gulf Health Gulf Data,
Energy and - S Gl Protection and ' and Resilience g Analytics, and

Safety Board Engagement Stewardship Board (GHRB) Impact (GDAI)
(GOES) Board (GEPS)
X

Communications
Gulf Futures




Offshore Energy Safety Board

0@

Contribute to the reduction of systemic risk across ogr\@le energy activities

&

o

...Issues concerning the safetgc shore oil drilling and hydrocarbon {Energy} production
and transportation in the Gﬁly Mexico and on the United States’ outer continental shelf.



GOES BOARD

San Burnett, BHP (Chair) * Dustin Torkay, Seadrill
Najm Meshkati, USC « Sylvie Tran, Suncor Energy
Monica Phillipart, EHFS  Latonia Batiste, WSP USA
Roland Moreau, ExxonMobil * Michael Will, MRW Ops

Terrance Sookdeo, Baker Hughes «/ /,Ding Zhu, TAMU
o Mike Drieu, Occidental Offshore, US



The overarching goal for theGRP’s Offshore
Energy Safety (GOES) program area is to
contribute to the management of systemic
risk and improyve/operational safety for
offshore energy-activities. Additionally, lead
GRRP efforts related to the
Energy Transition



Learning...




Learning through Serious Games...




Oil Spill response and restoration...



Navigating the Energy Transition in the Gulf of
Mexico, a Workshop

How do we achieve 2050 goals?

Bring together diverse
stakeholders

Look for GRP opportunities

12



= |0WShipS Early-Career Research Fellows:

* Receive two years of funding to pursue
innovative research-paths

* Connect withya'network of researchers across
disciplines

* Build.research skills and confidence with the
support of a mentor

Science Policy Fellows:

« Gain ayear of hands-on experience alongside
decision-makers in the Gulf of Mexico region

* Connect with a network of colleagues at their
host office

« Build skills with professional development
opportunities and the guidance of a mentor

13



Legacy Infrastructure, Decommissioning...

0@

» Legacy Infrastructure @Q
— End of service life of platforms and structures é
— Abandoned pipelines Qs\

— Transition to enabling new energy sources C)O

Decommissioning
— Meeting of Experts, 14-15 September, Hous@%(

14



Safer Offshore Energy Systems (SOES) Grants

* Previous SOES Grants (~$20M)
— Advancing Safety Culture in the Offshore Oil and Gas Industry

— Preventing the Next Spill: Understanding Systemic Risk in the Qffshore Oil and Gas Environment

Scenario Planning to Advance Safety Culture and Minimize™Risk in Offshore Oil and Gas Operations

Exploring Approaches for Effective Education and Traifning of Workers in the Offshore Oil and Gas
Industry and Health Professions

« Current SOES Grants (~$5M)
— Evolution of Offshore Energy Safety Management Systems
* Future SOES efforts
— Reduction of risk during offshore dilland gas decommissioning activities

— Increasing awareness of leading ipdicators and barrier health through artificial intelligence and
machine learning



Consensus Study
<

* Define the cu profile of systemic risks of offshore
oil and gas rations in the Gulf of Mexico.
* As the impact of technological, regulatory,
eQvironmental, organizational, and process changes.
O@onsider the impact of the regulatory structure.

@ » Assess the impact and potential of GRP.
>
>

The Gulf Research Program and Offshore Energy Safety « Jim Pettigrew






Moving forward into the future of the Gulf of Mexico

Questions?

Jim Pettigrew
jpettigrew@nas.edu




Sponsored by QrQMCcoO M

78th Annual Instrumentation and Aut;.pmclticiri Symposium
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Securing Industrial

Control Systems

Implementing Zero Trust
Architecturée'in OT Environments




That’s the way we’ve always-done it...

* “The most damaging phrase in thedaénguage is ‘We’ve

VV/4

always done it this way'.
* Rear Admiral Grace Murray Hopper — Develaper for COBOL coding language

* How many times do we saydhis phrase to justify work
processes and other actigns? Is it safe just because “nothing
bad happened before?%

* Alternative is Continuous Improvement
e Turn the question arpund: “Why do we do it this way?”




Speaker profile

 Brad Mozisek

 OPA COE Program Manager/Automation and Control Lead

« Brad has over 15 years of expefierice in the Refining, Oil and Gas,
Chemical, Offshore and Onghaere industries. Brad currently manages
Wood'’s Center of Excellencefor OPA. This includes utilizing
experience across multipteDCS systems to develop technical solutions
including application liraries, sample architectures and technology
stacks.




Implicit Trustto Zero Trust




Most common model in OT Today - Quick overview

* Trusted Connections - Implicit Trust

 Perimeter based/Castle and Moat

« Rapidly changing threat base

 Foundations for trusted Connhections are
not as stable as the past




From Implicit trust to Zero Trust
« Zero Trust - Assuming no user or device trust
by default

 As technology advances, People may be the
weakest link in security

* “Never Trust, Always Verify”

« Continual re-validation of ¢redentials based
on profiles, actions and other information.

 Least privileged access at any given time.

* Figure:Brad Bonnette - Wood




Bringing in IT and other Solutions tocOT

* Not entirely new concepts - Online
banking and other industries utilizes

premises of ZTA today.

. . -y IT oT
« Higher degree of implementation-in — C—

more IT centric Areas

Physical
Data and Equipment
Information and
Processes




Bringing in IT and other Solutions tocOT

* CIA vs AIC models — Conflicting
Interests to always keep in mind

» Unlike purely digital domains, cyber-
attacks in OT environments can have
immediate physical consequences.

« Compromised industrial sysiems can
lead to equipment damage, production
disruptions, and even-safety hazards.




Long Journey —

Not overnight trip

* CISA — Zero Trust Maturity Model —
Version 2.0 — April 2023

 Similar to the safety journey -
S84/61511

e |[terative

Figure: CISA Zero Trust Maturity Model
Version 2.0, April 2023

10




Granular security — least privilege

 Building point from I[EC 62443 -

* Building on zones and conduits down t@-micro-
segmentation
» Self Contained attack protectionBlock attacks before they

— ~ -

spread - > e N

1 4 | 4
/ \
/ \ \ I \
| v > | | v |
\ D\ I \ I

-




Best laid plans...

» Today’s state of the art is tomorrow
open attack vector

« ZTA will not prevent all threats, but
continuous improvement can limit-any
potential damage to systems.

* Monitor and analyze network activity: Set\gp-continuous
monitoring of network traffic and user/device behavior,
using tools like Security Information-and Event
Management (SIEM) systems or network traffic analysis
software.

» Automate response and remedidtion: Develop
automated response mechanisms to quickly identify
and remediate security threats or policy violations

12




Moving £orward
Technology Adoption/Adaptation




How do we move forward?

 Incremental Journey with many milestones, not-a single large jump.

» Every step decreased risk — Refer back to CISA Zero Trust Security Model
transitions.

» End users/Stakeholders need to continue to engage partnerships — Many
existing players in the game today.\Workshops along the journey.

» Assessing Current state of Security

 Auditing/analyzing OT risk vectors

* Vendors and integrators need to continue innovate
* Problem analysis to.develop solutions

* Not solution creation*to find problems.
« CHAZOPs
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How do we move forward? — Technology Adoption

» Technology partners within system for secure access, Multi-factor
Authentication (MFA, First steppingstonetoward ZTA) and Intrusion
detection

* Many partners exist is this space today — Experts in bridging security gaps
into the OT spaces

« Secure by Design technology-adoption through standards-based
technology and protocols

* Open Process Automation Standards (O-PAS)
« OPC-UA (adopting full encryption/security paths)
« |[EC 61499 — Event Based programming

15




O-PAS — Secure by Design

* Open (Not open source!) Standards allowfor continuous improvement
through new technologies — “Standard of Standards

« Hardware solutions
 Software solutions
« Communication protocols
* Ability to incorporate latest technology to improve security.

* Allows integration with legacy systems while maintaining isolation for
security.

16




Expanding segmentation within OT — Application and HMI

* Technology adoption — adaptation

« Expanding security focus from just systems basis

« Further focus on applicatien and HMI security
for Least Privileges approach. Does not exist
IS most cases today.

 Does HMI need fultitime write access to
parameters?

17




Expanding segmentation within OT — Application and HMI

« Ex. Just in time authentication based on@aperator actions for
changing PV or setpoint.
* Was the request legitimate? Did the(request come from a
(currently) trust source — Trust neéds to be constantly validated,
including contextual needs.

» Did the operator log in to an operator station, Is this a unit the
operator is assigned to (\We-can already do this level)?

« Secondary authenticatiomwith new technologies — robustness
IS a requirement to ensure reliability.

* Must maintain operability while balancing security needs

18
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The Unrealized Potential of an Effective
Safety Requirements Specification (SRS)

* |t's a requirement of the ANSI/ISA-61511
and IEC-61511 standards

* The standards set out the required
contents in some detail

» So, what's the problem?
* It's completed after the faet
* [t's not updated to reflectthe final design

« It's filed away and forgotten




Why should you care?

If a project is following the 64511 standard then
resources have been invested.n creating the SRS. You
want to obtain the maximunitreturn on the investment.




Acronyms Q)&Q’
« SRS, Safety Requirements Specn‘lce&m

« SIS, Safety Instrumented Sy

» SIF, Safety Instrumented Fu é%

* |PL, Independent Protecti ayer

» MRT, Mean Repair Timel

« MTTR, Mean Time To-Restore

* 61511, ANSI/ISA@%11-1-2018 (AKA: IEC 61511)




What's in an SRS?

 The 2018 edition of the 61511standard
lists 29 items that make up an SRS

* The standard does not require that all 29 items be present for
every Safety Instrumented Futiction (SIF), but if any are omitted
it is good practice to include-an explanation of why

* The standard does notrequire that the SRS be a single
document

* There is also an application program SRS (APSRS)




SRS contents

» SIF description * process measurements
* field devices * ‘output actions

« address common cause « outputs = fn(inputs)
 safe state of process * manual shutdown
 concurrent safe states -> new hazard + energize/de-energize
 demands + demand rates * reset

* proof test intervals  spurious trip rate

* proof test implementation  failure mode + response
e response time « startup/shutdown

* required SIL, demand or continuous * SIS <-> other system interfaces




SRS contents (2) Q)&Q’

S
» plant modes of operation \Q)
* application programming requirementso
* bypass requirements Q/
actions in case of faults

mean repair time q
dangerous combination of@u states

environmental condition
normal/abnormal prc;ﬁ perating modes

major accident survi




| Hazard and risk
: assessment
|

Allocation of safety |
| functions to
| protection layers
| Clause 9

Clause 8

Design and
development of |
other means of ris&

reduction §
CIaus%

L

=

Safety requirements
specification for the
SIS — Clause 10

A

Design and
engineering of SIS
Clauses 11,12 and

13

commissioning and

Clauses 14 and 15

Installation,

validation




Work Orders
Proof Test

Schedule

TECH.

Alarm, Trip
Points

10




Problematic Entries

* Process safety time
« Can be difficult to determine
 Can significantly impact SIF design

» Hazardous combinations of SIF outputs
« Systematic capability of fietd devices

« Mission time (overhaul, interval) — not one of the required items
in the SRS

 Valve leakage requirements, valve closing time

11




Suggestions

 Put information that applies to most SlFs implemented in a
single logic solver in a master document

« Have datasheets for each SlIF4hkat document the SIF-specific
items and refer to the mastet’document for common items (e.qg.
what signal from a 4-20mA-instrument signifies out of range)

* Depending on the numbBer of SIS logic solvers consider a
hierarchy of SRS dgtiuments — e.g. site-wide, process unit,
single SIS

* The goal is avoid duplicating data

12
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Dynamic Risk Assessment Model to Minimize
Overall Operational Risks (Oil and Gas
Industry)

Master Thesis by Abdullah Alsulieman




Outline

Proposed Model

» Offline phase
(Risk assessment)

»Online phase
Literature Review (Dynamic Risk assgssment) Application (case study)

» DRA categories » Process selection

» DRA studies in O&G industry > Process description
> Review findings » Dynamic risk assessment of

» Approach limitations liquid carryover

Discussion /Conclusion

> Results
» Limitations
o 2 o \ >Research objectives

Introduction

» Concepts/Definitions
» Problem statement

» Research aim

» Justification




Outline

Introduction

» Concepts/Definitions
» Problem statement

» Research aim

» Justification




YL

V') Key Concepts and Definitions

» What can happen in the
future (Rausand & Haugen, 2020)

---------
_______

» ldentify, analyze and
evaluate

~

» Update estimated risk of a

deteriorated process (khan et al., 2016)
2




1¥) Problem Statement

I]

~ ”
A
Conventional Risk Assessment - Risk vs. Time
”’ 8.0E-05 N
= Static in nature
Unacceptable risk level
0E-05 N
= Do not consider changesin =00 @ f e oo e m - S
operations x /\
E PE-05
= Often use generic failure data |
! .0E-05
= Can be overwhelming
1.0E-08
[ | T ———
0 5 10 15 20 25

Years

(Zio, 2018) 3




1¥) Problem Statement

I]

% The existing DRA research in the -::- DRA,, based on condition-
O&G industry is  mainly s monitoring data overcomes the
conducted based on: Bayesian limitation of BN/DBN

Network (BN) or Dynamic
Bayesian Network (DBN)

Require event-driven data The current practice in the O&G
to be updated, such as Industry does not use condition-
failure or accident data monitoring data to estimate risk

from similar systems dynamically




Research Aim

m Apply a DRA technique to an O&G process unit based on condition-monitoring
data.

To contiibute to the development and application of the

O(Ne—'\ DRAtechniques in the O&G industry

YL
~ Cd
/\

I]

g\
objective-Z To obtain the risk level of an accident scenario in real-time

)

r\:f) To make informed decisions based on inputs from the DRA
(*;/ technique

To anticipate failures of process safety barriers




% ) Justification

I]

Obtain high certainty data

Operational personnel will have the right risk data to

make informed decisions. Optimize resources

Risk assessments can be time
consuming; DRA will shift the
resources to where they are needed
the most.

Reduce operational risks

Through looking into the future and
predicting failure of safety barriers being
monitored.

Implement the DRA at an oll

and gas company

This study will contribute to the ongoing efforts
to enhance the development and application of
DRA techniques in the O&G industry by
integrating conventional QRA methods with Q
condition-monitoring data.




Outline

Literature Review

» DRA categories

» DRA studies in O&G industry
» Review findings

» Approach limitations




‘ DRA Categories

(/ l

« Uses statistical failure « Employes condiiion « Examines how process
data monitoring data to variables interact
0 Counts of accidents, overcome ‘he
incidents, or near constrainis of the data- Risk rises when the

misses gathered from baszad DRA technique monitored process
similar systems parameters deviate from

i-ocuses on accidents their ideal state
« Applies Bayesian caused by degradation
theorem with mechanisms such as Applies Bayesian
conventional QRA wear, corrosion, and network (BN) to identify
o FT,ET or BT fracture formation dependencies




(2) DRA Studies in the O&G Industry

Some existing DRA studies involving O&G process units include:

| Caietal.@01) | Bhandarietal. @015) | | KhalaadEtal ot) | | Baruactal (ot6) |

Used BN methodology Used BN for dynamic G@N for evaluating Converted DFT into
for QRA in offshore safety analysis in deep- th@ safety of offshore DBN for risk assessment
0&G water operations. <</ rilling

&
| LZhangetal. (2018) | | Chenctal. 2020) | | Dimaioetal. (2021) |

Used DBNs in accident Created ?ﬁé}( model to Developed a BN model Proposed a multistate BN

scenario analysis and obtain the time of offshore drilling in to model and assess the
dynamic quantitative risk dependent variations in order to minimize functional  performance
assessment for managed kick effects using the real operational risks of safety barriers in oil
pressure drilling safety. time failure probabilities and gas plants.

of SB




‘ Literature Review Findings

0 Many of the DRA techniques are not widely applied in the O&G industry
O DRA techniques are practical and valid in the O&G industry
O The DRA research in the O&G industry is mainly conductgd. based on:

= Bayesian Networks (BNs)
= Dynamic Bayesian Networks (DBNSs)

DRA using condition-monitoring data has not beenwildly applied within the O&G industry

To bridge the gap, we develop a Dynamic Risk Assessment model based on
condition-monitoring data that can be utilized to predict failures, estimate risk
in real-time, and support informed decision-making




Limitations of the Approach

Incapable of consequence

assessment
Ignores statistical failure data 3 May produce false positive
, . or false negative readings
Computational issues 1 5 High expertise in operations
and data analysis
techniques

9



Outline

Proposed Model
» Offline phase

(Risk assessment)
»Online phase

(Dynamic Risk-assessment)




Steps of the Proposed DRA Model

Offline phase | R Online phase
Conventional Risk Assessment i Dynamic Risk Assessment (DRA)
A Identify Accident Scenarios | Select critical components to be monitored
o Develop Risk Assessment Models: | Collect condition-monitoring data
Fault Tree (FT) | |
i Event Tree (ET) . T
. . Construct prior reliability distributions
i Bow-tie (BT) P Y
Update the reliability of the critical
components
______________________________ Y e ______M\_, *
Calculate risk indices i Update the risk indices




Online Phase

Updated distribution of Rgp

P(YCM t|RSB) X P(RSB)
P (Ve t) )

* p(Rsplycm ) the probability of the reliability R of safety barrier’ SB given some observed evidence y.y

p(Rsglyeme) =

* p(veme|Rsp) is the likelihood of observing the conditien—monitoring data for a given value of Rgp

7 N

Condition-

* p(Rgp) is the prior diswitiatitsn of {he reliability-R-of the SB

data Failure threshold

/V
* p(ycmye) is the probability of the cpnditien-monitoring data (often neglecteyﬂ' practical application)

\ 4

time 15
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Outline

Application (case study)

» Process selection

» Process description

» Dynamic risk assessment of
liquid carryover




& ) Application (Case Study)

The process selected is a Gas and Oil Separation Plant (GOSP)
The accident scenario is liquid carryover from the separator te;downstream equipment

The process is descripted as follows:

Pressure:

Normal operating pressure = 250 PSIG (247-253)
High pressure = 273 PSIG

High-High pressure = 277 PSIG

Level:

Normal operating level = 3 feet
High level = 4 feet

High-High level = 7 feet

19



& ) Application (Case Study)

The liquid carryover scenario is controlled by the following safety barriers:

g h The first safety barrier (SB-1), a pressure control loop

H'flf”i h The second safety barrier (SB-2), high-level alarm

WA The third and fourth safety barrier (SB-3 and SB-4), Qperator supervision and
2 anual Intervention, respectively.

I.I

rzzh The fifth safety barrier (SB-5), motor-operated valve (MOV).

The sixth safety barrier (SB-6), safety y¥strumented system (SIS)
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Risk Assessment — Offline:

ReliaSoft (a reliability software) is a reliability software used to construct a Fault Tree




& ) Risk Assessment — Offline:

Using ReliaSoft, the minimal cut sets (failure scenarios) are as follows:

Minimal Cut Set #1 Minimal Cut Set #2

(SB-1) Pressure control loop AND (SB-1) Pressure control loop AND

(SB-2) High-level alarm AND (SB-4) Pressure control manual valve AND
(SB-3) Operator supervision AND (SB-5) Motor-operated valve AND

(SB-4) SIS (SB-6) SIS




& ) Risk Assessment — Offline:

Next step is to assign failure probabilities to the basic events (e.g., SB-1, SB-2, ..., SB-06).

The following assumptions are made:
» SBi are independent of each other

» SB-1, SB-2, SB-4 and SB-5 follow the exponential distribution function with a
constant parameter A.

» SB-3 and SB-6 have constant failure probabilities 0.1 and 0.01, respectively.




Risk Assessment — Offline:

Using ReliaSoft, the risk of the top event at t = 3000 hours is 0.0029
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& ) Risk Assessment — Online:

Step 1: Select SB-1, pressure control loop, for monitoring
e SB-1intends to keep the pressure variable within the normal opérating range.

 The pressure range is 247 to 253 PSIG

* The normal operating pressure of the separator is 250"PSIG
e Qutside this range, the SB-1 is subject to potentiatfailure

* Whatis the primary performance indicatorefSB-17?
* pressure
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Step 1: Select SB-1, pressure control loop, for monitoring

Step 2: Collect condition-monitoring data




& ) Risk Assessment — Online:

Step 1: Select SB-1, pressure control loop, for monitoring
Step 2: Collect condition-monitoring data

Step 3: Construct prior reliability distribution of SB-1, p(Rgg1)

« R = e M where A = [Lower A, upper A]




Risk Assessment — Online:

The prior reliability distribution of SB-1, p(Rsg; ), at t = 500, 1000, 2000 and 3000 hours:

500 hrs. 1000 hrs.

2000 hrs. 3000 hrs.




& ) Risk Assessment — Online:

pNormal(ZS(): 2-75)

Step 1: Select SB-1, pressure control loop, forj monitoring

py(0,247) py (253,300
Step 2: Collect conditiontmonitoring data

Step 3: Construct prior reli

Step 4: Update p(Rsp1) ps we observe data (pressure measurements)

* Apply the metropolis algorithm 1o upJate p(Rsp)

v

0 247 250 253 300

 Construct a likelihood funetion p(ycpy i|Rsp)

1_RSB 1_RSB

L

Iy (253,300)

p(.VCM,ilRSB) = RSB ) FNormal(ZSOr 2-75] + 'pU(O: 247) 7

2




The posterior distribution of SB-1, p(Rsglycu ), at t = 500, 1000, 2200, 3000 hours:

0.1

0.08 -

PR

0.02 -

0.1

0.08

0.06

P(Rgg,)

0.04

0.02

0.06 -

0.04 -

500 hrs. -

0.9

0.92 0.94 0.96 0.98

SB-1 Posterior Reliability Distribution
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(e

hrs.

0.02

0.04 0.06 0.08
SB-1 Posterior Reliability Distribution

0.1

0.12

& ) Risk Assessment — Online:

0.08

0.06

=

0.02

0.1

0.08 |-

~ 0.06

B 0.04

0.02

_ 1000 hrs.

0.94 0.95

0.96

0.97

0.98

0.99 1

SB-1 Posterior Reliability Distribution

3000 hrs.

L e

0.86 0.88 0.9

0.92

0.94

0.96

0.98 1

SB1 Posterior Reliability Distribution
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& ) Risk Assessment — Online:

Substitute p(Rsg|ycm ) into Risk = f(Rsg1x Rspa X Rgp3) 10 get risk indices distribution

0.12 T T > T ‘ ‘ ‘ T
1000 hrs. |

0.08
0.06
> 5. 0.08
5 0.04 Eo
E =
~ 04
%Q/ 0.02
15 2 25 3 35 4 45 5
%107

=

=l

(3]
T

Updated Risk Indices

0.5

1 1.5 2
Updated Risk Indices

Probability
e
&

=]
E

<=
o
%}

=

= X 0
__\Lp ,

0.08

0.06

Probability
=
b=

=
=
(1

3

3000 hrs.

4 4.5

35

1 ==, 0
1.9 1.95 2 2.05 2.1 2.15 0 0.5 1 1.5 2 2.5
Updated Risk Indices %1073 Updated Risk Indices %107
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Discussion /Conclusion
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> Research questions and

0”20 answers
(_‘%T%“/J > Conclusion and future work




Results and Discussion

At t =500 hours

SB-1 prior rellablllty dlstrlbutlon vs. SB-1 post%\ﬁ)r reliability dlstrlbutlon

Presspr '

258

U m { rm JM 1 H

=l 1’ 1’1 \ M Il ﬁ i B -
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Sl i
|
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Results and Discussion

At t = 1000 hours

SB-1 prior reliability dlstrlbutlon vs. SB-1 poste{\@@rellablllty distribution

Pre " Posterior
I— r Reliabilitv of SB-1 | A
260 — S &@ | | I . l
258 I 1 QO i
5256 | Q/ 0.06 | _
% w | -
%254_ " | m' ’ '.h |i‘ éom_ —
E 252 jﬂ [ V ‘fl | H 1 WMMM Y\‘J‘ 1“ ¥ % . s -
QIR b.lr‘ﬂ.'r M1 p M i
= | \P w i “ V M 0.02 f -
| o .
246 0
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Time | | SB-1 Posts:riorA Rlcllilalljillétyh Distrlibution
0 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
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Results and Discussion

At t = 2200 hours

SB-1 prior reliability dlstrlbutlon vs. SB-1 poste{\Q)@rellablllty distribution

0.12 —— | | |
4 s\@& - Prior Reliability of SB-1
ST

Pressure measu rements Rellability of SB-1

300 l l l l . O
& I
Q/ 08 | — .

S QCO_ i
L O 06 _ :
: = T
7 i i
% .
: e

(LQ 0 |

| | | | 0 | | | .
1700 1800 1900 2900 2100 2200 2300 0 0.02 0.04 0.06 0.08 01 0.12
Time SB-1 Posterior Reliability Distribution
0
0 0.05 0.1 0.15 0.2 0.25 0.3 0.35
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Results and Discussion

At t = 3000 hours

SB-1 prior reliability distribution vs. SB-1 poste{\@@rellablllty distribution

0.14 I I I I I
Pressuke rr;easurements \6\ :mﬁ@i%ﬁf}? f'flsa i J
0.12

260 T T T Q@ —

Q/ 0.08 | | P
255
~.0.06 - o B
[aa]
250 p;”
| B 0.04 ]
HQ
2451 0.02F
240 | | | | | | | | | 0 — =
1000 1200 1400 1600 1800 2000 2200 2400 2600 2800 3000 086  0.88 0.9 0.92 094 096 098 l
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Results and Discussion

Furthermore, we correlate the mean posterior reliability of SB-1 with the pressure measurements:




Results and Discussion

Furthermore, we correlate the mean posterior reliability of SB-1 with the pressure measurements:
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‘ Results and Discussion

Risk of liquid carryover (offline phase vs. online phase)

PheTisk-fromrtheofftine phaseatt=-3000 hours is 00029 — @, e
500 hrs. uf ¥ 1000 hrs. |

0.06 1

Probability
=
b=

0.02 -

0 Q 0
0 0.5 | 1.5 2 2.5 O 0 0.5 1 1.5 2 2.5 3 35 4 4.5 5
Updated Risk Indices % 10‘5$ Updated Risk Indices 107
Ol T T § 008 T T T T T T T T
0.08 | 3000 hrs. ]
0.06
= o
2006 =
B B
£ %s 0.04
E 0.04 | x
0.02
0.02 |
0 : = 0
1.9 1.95 2 2.05 2.1 2.15 0 0.5 | 1.5 2 2.5 3 35 4 4.5
Updated Risk Indices %107 Updated Risk Indices <107
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‘ Results and Discussion

Offline phase (conventional QRA) Online phase (Our DRA model)
Does not capture operation changes Captures the time-dependent failure
nor time dependent failure probabilities of critical components
probabilities

Unable to predict failures of critical
components

Predicts failures of critical
components

Requires an update to support

Provides real-time data to improve
decision-making

decision-making

Static, providing an outdated picture

Dynamic, enabling timely response
of risk

to risk changes
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Limitations of the Study

Study and analyze the human errors as part of the model

. &@‘ v
Incorporate inspection data into the model

. (;\V v
Select more than one critical component for monitoring

\ &\‘ A
Test the model on a different process within the O&G industry

\ vV A




‘ Conclusion

Objective 1: To contribute to the development and application of the DRA techniques in the O&G industry

O
Our model applies a DRA technique involving a process from the g@? industry




‘ Conclusion

Objective 1: To contribute to the development and application of the DRA techniques in the O&G industry

Objective 2: To obtain the risk level of an accident scenario in real-fime

The model can provide evolving picture of risk level in real time.




‘ Conclusion

Objective 1: To contribute to the development and application of the DRA techniques in the O&G industry

Objective 2: To obtain the risk level of an accident scenario in real-fime

Objective 3: To make informed decisions based on inputs from'the DRA technique

Decisions, concerning, for example production increase¢an be made based on inputs from this model.




‘ Conclusion

Objective 1: To contribute to the development and application of the DRA techniques in the O&G industry

Objective 2: To obtain the risk level of an accident scenario in real-fime

Objective 3: To make informed decisions based on inputs from'the DRA technique

Objective 4: To anticipate failure of process safety barri€rs

The model provides a window of 40 hours for matenance/operation team to address and prevent SB-1 from
failing.




1¥ ) Conclusion (achieving the Goal)

Apply a DRA technique to an O&G process unit by integrating conventional risk
assessment with condition-monitoring data.

By realizing all 4 objectives,
we can say that the goal of
this study has been
achieved.




Take 1t with a Grain of Salt. Base Your
Decisions on Risk Assessments.
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Application of Inherently Safe Principles to
Projects

Presenter: Tim Hoff
ExxonMobil Technologyband Engineering Company




<

Tim Hoff BNy
3

« ExxonMobil Process Safety SME fo(r)&%bal Projects
* B.S. in ChemE from Purdue Ury'égﬁsity (2001)
- Variety of roles within EM &

— Project Development, Pro\(i@ Design, and Execution/Start-up
— Senior Operations Engi@er for Alkylation and Light Ends Fractionation

— Site Process Safet ineer
— Technical Proce afety Lead for Northeastern Operating Sites
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What you don’t have can’}ol@ak.
QC.)
People who aren't %(é?e can't be killed.

R
a) - Trevor Kletz




Bhopal Disaster - 1984

 Estimated 4k-20k fatalities due to
exposure of highly toxic gas cloud of
methyl isocyanate (MIC)

* Liquid MIC stored in three 18,000 US
gal underground tanks

* Introduction of water to-.tank resulted
in large production of:vapor MIC to
ATM via overpressure protection
devices




Beirut Explosion - 2020

* At least 218 deaths from an explosion of’2,750
tons of ammonia nitrate that was being stored
In a port warehouse

« Explosion was preceded by adarge fire in the
same warehouse

« Ammonia nitrate had been stored without
safety precautions for 6°years after being
confiscated by authorities

Source: New York Post




Aqaba Chlorine Leak - 2022

* At least 13 people killed after a 25
ton chlorine cylinder dropped from a
crane and ruptured

* Wire rope sling of crane was rated
for 8.5 tons

 Senior port officials had delegated
critical safety tasks te untrained
personnel




The public isn't responsiblgqur hazards!!




What is Inherent Safety?

 Avoiding creation of hazards or
minimizing hazards if design
requires their inclusion

 Elimination or reduction of
hazards is accomplished through
application of the 4 Common
Inherent Safety PrincCiples




Inherent Safety Principles

o Substitution
o Substitute more hazardous material with less hazardous one

* Reduction
« Reduce inventory in storage-and process vessels

 Attenuation
« Reduce severity of precessing/operating conditions
« Simplification
« Simplify the process to reduce potential for operator error

10




Inherent Safety in Projects

 Projects modify or introduce new

hazards, altering an operating fagcility’s
risk profile

» Design philosophies might i@t fecognize
risks or new technologies/chemicals or
changing risk philosophies over time

* Inherently Safest Design has a more
substantial and pérmanent reduction Iin
risk profile

11




Inherent Safety Review andTiming

* Inherent Safety Reviews should be gempleted with a focus on a
project’s specific hazards and proposed design

« Early identification and
review of hazards is
critical to ensure
inherently safest
design has been
considered

12




Inherent Safety Review Structure

« Formal review of the most representative design and hazard
information available in early stages-of project
» Business Case review should fogys on ‘show stopper’ hazards
« Facilities Design review should fecus on reduction of designed safeguards

- Effective review methodologies are “what-if" or checklist review
« “What-if’ is fit-for-purpose brainstorming approach

« Checklist review ‘requires development of questions in advance by
experienced facilitator

13




Inherent Safety Review Participants

 Highly effective review is dependent.on knowledge of the
participants on the inherent hazards’of the process or technology

« Team size should be based op_€omplexity of process or technology

» Potential review members;
* Process Safety Engineer
* Process Technology Expert
* Industrial Hygienist
* Project Representative
» Operations/Maintenance Representative

. More details on Inherent Safety Reviews can be found in “CCPS: Guidelines for Hazard Evaluation Procedures”, 3 edition

14




Inherent Safety Challengesdn Projects

 Early application of Inherently Safest
Technology may still incur a larger overall
project cost

» Resolution of one risk can-+htroduce
another that requires further evaluation

* Inherently Safest Technology cannot be
applied for logistical reasons

15




Inherent Safety Questions for Bhopal

« “What if a large volume of water is
introduced into the MIC tank when
closed relief system is unavailable?”

» Was consideration given to reducing the
tank sizes and liquid inventory.of MIC?

» Was consideration given te.alternate
process that makes MIC ‘in-situ or doesn'’t
require MIC at all?

Source: Wikipedia




Inherent Safety Questions for Beirut

* “What if there is a large uncontrolled firein the
warehouse?”

» Was consideration given to storing ammonia nitrate
in a fire-safe area?

« Was consideration given to isolating ammonia
nitrate from all other flammable material?

Source: New York Post




Inherent Safety Questions for Agaba

» “What if one of the chlorine cylinders
gets dropped from elevation and
breaks?”

» Was consideration given to an alternate
means of cylinder transfer that didn't
involve elevated lift?

» Was consideration given’to limiting size
of cylinders to within. weight limit of
smallest sling?

18




Inherent Safety Summary

 Highly effective reduction in a project's risk profile can be achieved
through timely application of Inherent Safety Principles

 Impact on project cost and schedule is lessened the earlier hazards are
identified and Inherent Safety rinciples applied

 Application of Inherent Safety Principles can decrease the quantity
of designed mechanicalland procedural safeguards

* Inherently Safest Teghnology cannot always be applied, but hazard
identification andaeview is key in aiding a project in their rationale
of safeguards and meeting an operating site’s endorsed risk profile

19
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“If you think safety is
expensive.. . 5try an accident”

- an old saying.




SreeRaj R Nair

Technical Safety
Engineering Leader

Chevron Corporation

» Steward process safety
performance and governance,
Global experience (23 years)

 Chartered Engineer (IET)
* PhD, MSc (Eng.), B.Tech

snair@chevron.com

Harigopal Attal

Pro¢ess Safety
Management Consultant

HariAttalProcessSafety.com

* Process safety management,

inherently safer design, Relief and

flare system design (40 years)
* Professional Engineer (Texas)

« M.Chem Eng, B. Chem Eng
Hari@HariAttalProcessSafety.com
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You have “"safeguard” in place, sounds promising;
have you tested it?

Act beforedtis too late !

» Effective safequards arecritical for effective risk management

* Ensure safeguards_are’in place and effective throughout the
lifecycle.




Agenda o
Q}
 Basics of safeguards O(s\\
« Why safeguards fail? O
» Safeguard assurance Q)((’
&
P




Safeguard centric risk management

Prevent things from going wrong to make‘sure things go right.

Establish
Sustatn




Safeguards — a measure to protect fro&(%’arm or damage

Initiating cause Preventive Event (Loss of T Impact / losses
(latent conditions) Safeguard control o energy) Safeguard (Consequences)

Mitigative safeguards

prevent a loss of contrel over energy reduce the severity, minimize impact
P p 2
() leaks / hazardous material  the primary ipment integrity management Emergency shutdown, firewall, fire & gas detection,
release system, relief system suppression system
(i) vehicles and collision Braking system, driver competence Seat belts, airbags
Alerts, Lane assist, electronic stability control




3Ps of Safeguard

* Plant or the engineered devices and the
physical barriers

* Processes or management systems4o
ensure that plant operations are safe and
available when called for service.

 People: suitably qualified and
experienced personnel to upkeep of the
plant and the processes.




Safeguard — in place and effective

Project and design stage Operational phase




“All safeguards are not equally eﬁg@%e”
X

Major Incident Hazard

Safeguard

ye)
—
©
S
o0

L
©

n

Independent Protection
Safeguard

Independent Protection

Receptors of concern

« Safeguard functionality  Demand on the safeguard

10




“More is not necessarily sga?zer

» Resource (manhours, equipment, time) QQ{ rlsk { cost }

required for safeguard Inspection, Tes
and Maintenance (ITPM).

« Safeguards should have functior@ﬁ/ and
workforce risk exposure from @eguard of :
ITPM should be justified. SOTKISIES
&

Safeguards should not create new hazards. '




Why do safeguards fail?




Assurance and incident investigations

Typical findings: Faidyres:

« Safeguard not in place or *~Engineering factors
* Human factors

 Life-cycle factors

« Safeguard not effective

Generally, major incidepts)occur due to the failure of more than one safeguard.

13




Failure reasons @oo
N
Engineered safeguards 6\\@
* Design aspects QO
« Documentation, Risk-based %Q/

« Construction quality Q

« Commuissioning \&O

* Maintenance program lnao&&mcy

* Inconsistency betwee% rds and what is in the field

q/

14




Failure reasons N
\Q)
Human factors b@ocycle considerations
« Competence of personnel hanges on the demand during
asset life

« Suttably qualified, experience, Q
knowledge, skill O  VVendor support, life expectancy

» Operational discipline & * Spare part availability

D
T
S

15




<

Safeguard testing @Qo
N
* |s the safeguard(s) in place and match t&?ﬂesign specifications and
meet the design intent? QO

* Does the design meet the RAGAGE%
* |s safeguard functional? %6

* Asset integrity, avatlability, r

* Competency: @
* Understand the deslgfﬁbtent and are knowledgeable on responding when

safeguard is on deﬁ’;@u
« Maintenance and furictional testing requirements.

« Systemic, recurring issues identified and addressed?

ity.

16




©

@Q

o
What failed? g¥
« stop seeing workers O
as problems to be S

'‘who?’ to ‘what?’

« start seeing workers

fixed . as solutions to be
« blame and punish \@ harnessed
@ % learn and improve )

b
@
%




Key take aways




Effective safeguards are criticaldor risk
management

 Establish and periodically review
» Functionality, demand.

 Establish and maintain safeguard's 3Ps
* People, Plant, and Process:.

* Ensure safeguard is in‘place and effective throughout the lifecycle.
« Address change inrdemand.
 Consider inherently safer alternatives.

19




"Safety is not the absence of accidents,
but the presence-of safeguards”

Todd Conklin




Thank you ©
snair@chevron.com @

Harl@HarlAttaIProcessS‘g%Q’com




Hierarchy of Safeguards(;,@

Strategic
More reliable

¢ O$®

g

Tactical

Less Reliable

Inherently Safer

Dependent on add-on Safeguards

_Substitution Minimization | Moderation Si(np‘@zation Passive Active Procedural
No likelihood Reduce the o .
and no Reduce hazard Severity likelihood of the IR R ML L el SR CUE
hazard
consequence hazard
No Add-on Safety.Systems By Add-on Safety Systems| Human Centric
less smaller ma \Gﬁn a |by designing available at [requires by using
dangerous |quantities of @ processes, all times but [initiation administrative
material in |dangerous r@ngerous equipment, and without the |during the |control
a Process or|material %m or procedures to active event by procedures.
Activity mvento(\lPQ operating in |eliminate functioning |active
limiting the less severe  |opportunities for |of the device(functioning
conditions  [failures of devices

272




Hierarchy

Traditional Safety

 Preventing things from

golng wrong
« Safety is the absence of
accidents

Safeguard centric

« Making sure things go
right

« Sataty is the presence of
safeguards

Inherent Safety

« Absence of safeguard

e Minimum demand on
safeguard
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* Principal Engineer; 30 years at Quest

« BSME, OU;: MSME, GaTech

« Consequence & risk analysis) facility siting, building siting
 Serving full petrochemicaHndustry; LNG, LPG, H2, pipelines
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A Comparative Study:
Transporting Hydrogén or Ammonia

Jeff Manc&Ben Ishii
Quest Consultants Inc.

Norman, OK
www.questconsult.com




Purpose

« Hydrogen as a transportation fuel: increasingly popular topic
* Primary use is gaseous hydrogen infuel cells

« Gradual build-out of hydrogen fueling infrastructure
« Hydrogen generation & storage
« Hydrogen transportation
« Hydrogen storage & fueling

* Limitations in gaseous hydrogen (GH2) supply range/feasibility

* Proposals for alternate hydrogen carriers have emerged
« Solids
 Liquid hydrocarbons
« Ammonia (NH;)




Background and History

« 1766: Hydrogen identified as a discrete;gas
« 1800: electrolysis
» 1800s

 Early fuel cells (not vehicular)
 Thermal reforming - town gas Etienne Lenoir’s “Hippomobile”

* 1900s: hydrogen dirigibles

* 1931: methane refopming (produced H, from CH,)

* 1950s/60s: NASA'Uses H, as propellant and in fuel cells

« 1970s-2000s: hydrogen-fueled vehicle research

« 2010s: Commercial hydrogen fuel cell passenger vehicles




Hydrogen as a Vehicular Fuel

» Mostly hydrogen fuel cell electric vehicles (HFCEVs)
« Some internal combustion hydroger’engines

* Hydrogen market is mature...
» Petrochemical applications
 Industrial gases: generation;-distribution

* Vehicular fueling infrastriaicture small but growing
» Mostly compressed/gaseous transports, storage
« Some liquid hydrogen storage with regas/fueling

* Need extensive production, transportation, storage, fueling
network




Ammonia as a Fuel?

« Ammonia is a mature market — fertilize¥s and others

 Direct combustion possible, but..,
« Energy density lower than other liquid fuels
 Fuel storage technology diffeteritin comparison)
« Engines may need fuel spiking'to maintain sufficient compression ratios
* NO, formation high

 Fuel cell use?
« Ammonia is typicaly poisonous to fuel cells
 Solid—oxide fuel cells (SOFC) show promise for NH; use

 Or.... Just use ammonia as a hydrogen carrier




Comparison Case

* Assume a hydrogen productioavand distribution
network for vehicular fueling (HFCEVSs)

* Beginning is hydrogen production
* End is gaseous fueliag systems

« Consider four tragsportation options:
1. Moderate pressure gaseous hydrogen
2. High pressure gaseous hydrogen
3. Liquid hydrogen
4. Liquid ammonia




Comparison Cases
1. MP GH2 transport, tube trailer: (9) 40%22"1D

Compres-

Production Storage Transport Fueling

2. HP GH2 transport: (75) Alfcarbon fiber cylinders

Compres-

Production .
sion

Storage Transport Storage




C)®

N
<
3. LH2 transport: 15,000 gallon vacuu(n@sulated vessel

O

Production Liquefaction Storage Transport Storage

Comparison Cases

Compression&

Vaporization Fueling

O
4. Ammonia transport: 12,@‘gallon pressurized vessel
>

NH,
Synthesis

Compression &
Storage

H, Production

Storage Transport Storage H, Reforming

Fueling

10




How to Evaluate? (\0@
&Q)
« Technical feasibility? \/(s\\
« Economic? Market @énd analysis? $§

- Life cycle analysis?
* Energy balan &

. Hydro@?_oglstlcs v
. Conse(amence Analysis
* Risk Analysis

11




Hydrogen Logistics

Moderate Pressure

(tube trailer) ' Q

1 Gaseous Hydrogen 950Q

175

12




Hydrogen Logistics

Moderate Pressure

(HP tube traileﬁg

1 Gaseous Hydrogen 950Q 779 175 1
(tube trailer) ' Q
High Pressure @t
2 Gaseous Hydrogen 1,512 340 1.94

v

13




Hydrogen Logistics

Moderate Pressure

Hydrogen

1 Gaseous Hydrogen 950Q 779 175 1
(tube trailer) ' Q
High Pressure &

2 Gaseous Hydrogen (b 848 1,512 340 1.94

: ( 1/
(HP tube tralleﬁg

.0 V

3 Cryogenic 2,005 9,309 2,095 11.95

14




Moderate Pressure

Istics

Gaseous Hydrogen 950Q 779 175 1
(tube trailer) ' Q
High Pressure &
Gaseous Hydrogen (b 848 1,512 340 1.94
: ( 1/
(HP tube traﬂeﬁQ
C ic V
HYOBEHIE 2,005 9,309 2,095 11.95
Hydrogen
Liquefied Ammonia 1,432 53,993 2,158 12.31

15




Consequence Analysis

 Definition: The use of mathematical models to
predict the potential extent of;specific hazard zones
or effect zones that wouldresult from specific
accident event sequences

« Context is transportation of hydrogen (or hydrogen
carrier)
* Truck-basedoad transport
* Vehicular aecident causes a loss of containment

* Hazards introduced to the surrounding area

16




Consequence Analysis
 Tube trailers use 9/16” tubing, occasionatly 1/2” tubing
* Liquid hydrogen trailers 17 or 1.5” piping
* Liquid ammonia trailers 2” or 37 piping
* How to evaluate on an equal-basis?

4 Set release’hole size to 1/2”

¢ Assumed discharge from:

T VMPGH2: 1 of 9 tubes
HPGH2: 5 of 75 tubes
LH2: container

> W N

NH3: container

17




Consequence Analysis

* Hazard Definition ¢
» Gaseous hydrogen: flash fire, jet fire, V
* Liquid hydrogen: cryogenic exposur@@ash fire, jet fire, VCE
« Ammonia: toxic vapor cloud

Extent of released gas mixed | Extent of released gas mixed
Toxic Gas to the AEGL-2 level, 10- to the AEGL-3 level, 10-
minute exposure minute exposure

18




Consequence Analysis Results @

Moderate Pressure
1 Gaseous Hydrogen 1.07Q

(1 of 9 tubes) &)

High Pressure Gaseous (b
2 Hydrogen er/ 1.53 < 3 minutes

(5 of 75 tubes) (l/ D

> 4 minutes

3 Cryogenic Hydrogen 1.635 >1 hour

4 Liquefied Ammonia 5.34 >1 hour




Qualitative Risk Assessment

« Set MP GH2 (tube trailer) as basis

 HP GH2 Consequences approximately equal
* LH2 consequences slightly larger,

« Ammonia consequences mueh larger

« Assuming an equal aceident rate per mile, hydrogen options
would have similag\isk corridors, ammonia larger

* On a risk (probability) basis: LH2 < HPGH2 < MPGH2 < NH,4

20




Concluding Remarks

 Transport of GH2 seems to favor fiigher pressures
 Transport of LH2 slightly less risky, but more complicated

» Use of ammonia as a carriepreduces the probability of
accident scenarios, butintroduces significant toxic impacts
and system complexity.

« Conversion to, andveforming from, ammonia requires extra
resources (equipment, energy, plot space...)

« Ammonia may or may not fit the needs of a given market

21
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* Professor of Fire Protection Engineering
at WPI, Worcester, MA

* Education

— Ph.D. in Mechanical and Aerospace Engingering,
University of California, San Diego

* Interests
— Combustion
— Industrial fire protection
— Explosion protection
— Combustible dust

F¥Yponent




Alfonso Ibarreta , Ph.D., PE, CFEI

» Managing Engineer at Exponent, Natick, MA

» Education
— Ph.D. in Aerospace Engineering, University ofMiehigan

* Interests
— Vapor cloud explosions

— Explosion protection of process equipment
— Combustible dust

* Memberships

— NFPA Technical Committee’ on Explosion Protection Systems

— Mechanical engineering representative at the Massachusetts
Board of Fire Prevention Regulations
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Presentation Outline (1/2)

* PART | - Deflagration * PART 1l — Closed Vessel

and Explosion Deflagrations

Fundamentals — Theory and calculations

— Introduction to explosions (Dr. Rangwala)
and flammability : :
— Explosion prevention
(Dr. Ibarreta)
methods
— Case studies of gas (Dr. Ibarreta)
explosions

(Dr. Rangwala)

F¥Yponent




Presentation Outline (2/2)

* PART Ill — Vented
Explosions

— Analysis methods
(Dr. Rangwala)

— Explosion protection via
deflagration venting
(NFPA 68)

(Dr. Ibarreta)

F¥Yponent



TYPES OFE
EXPLOSIONS




Definitions - |

- Explosion: The sudden conversion of potential energy (chemical or
mechanical) into kinetic energy with theYelease of gas(es) under
pressure. These gases then do mecChanical work such as defeating
their confining vessel or moving,-changing, or shattering nearby
materials. [NFPA 921]

- Deflagration: Propagation:ofa combustion zone at a velocity that is
less than the speed of sound in the unreacted medium.[NFPA 68]

- Detonation: Propagation of a combustion zone at a velocity greater
than the speed of sound in the unreacted medium. [NFPA 921]

F¥Yponent




Detinitions - 11

- Flammable Gas: Any substance that existsdn the gaseous state at
normal atmospheric temperature and pressure and is capable of being
ignited and burned when mixed with the ‘proper proportion of air,
oxygen, or other oxidizers. [NFPA 2]

 Flammable Liquid: A liquid with & closed-cup flash point below 100
°F (37.8 °C) and Reid vapor pressures not exceeding 40 psia at 100
°F (37.8 °C) [NFPA 30]

- Explosive: Any chemical compound, mixture, or device, the primary
or common purpose-oPwhich is to function by explosion. [NFPA 495]

F¥Yponent



Explosions
* Types of Explosions (NFPA 921)

— Mechanical Explosion
* Pressure vessel burst
« Boiling Liquid Expanding Vapor Explosion (BLEVE)
— Combustion Explosion
 Flammable gases
« Vapors of flammable ligtids
« Combustible dust
— Chemical Explosion
— Electrical Explosion
— Nuclear Explosion

F¥Yponent



Combustion Explosion

T Burned gas
Pressure front / \

Ignition source

—) —

Flame front

B S

Unburned fuel

FIGURE 21.4.1.4(a) Idealized Propagating Flame and Pres-
sure Fronts [After Harris (1983) p.3]

F¥Yponent Source: NFPA 921 “Guide for Fire and Explosion Investigations”



Gas Expansion During Combustion Explosion

CH, + 20, + 7.52N, >

- CO, + 2H,0 + 7.52N, + hi&at

10.5 ft3

stoichiometrie
mixtu re‘l/Q

~80 ft3
combustion
products

/

F¥Yponent



Flame Propagation and Burning Velocity

] Methape/Air Flame Burning Velocity
Premixed Flame Structure

CH+20, > CO,+2H,0

Source: Yin et al. “Physical and chemical effects of phosphorus-containing compounds
on laminar premixed flame” Chin. Phys. B Vol. 27, No. 9 (2018) 094701

F¥Yponent



Effect of Congestion — Propane / Air Flame

FXponent Tests performed by Exponent



Confined Deflagration

* Reaction wave
propagates below speed
of sound.

« Confinement required to
generate significant
overpressure.

* Relatively uniform
pressure in an enclosure.

Photograph taken by Exponent

F¥Yponent



Vapor Cloud Explosion (VCE)

OQ’
N\
- Reaction wave 4
propagates below speed QL
of sound.

» Overpressure generated
by congestion over large

area. \E
- Pressure no longer <"
uniform. Pressure &
travels as a wave ad
of combustion ffOﬂt’. Tests performed by BakerRisk for the

2001 Explosion Research Cooperative

F*ponent




VCE Pressure Wave Propagation

Overpressure

—> U
Shock velocity

— . "

Distance from explosion

FIGURE 21.4.1.4.3 Typical Overpressure History at Loca-
tions Distant from Center of Explosion.

F¥Yponent Source: NFPA 921 “Guide for Fire and Explosion Investigations”




Low Congestion High Congestion

Tests performed by BakerRisk for the 2001 Explosion Research Cooperative

F¥Yponent



Detonation

» Reaction wave
propagates above speed
of sound

 Very high, localized
pressure

* Localized shattering of
objects

F¥Yponent




Vapor Cloud Explosion Pressure Scale Comparison

Nuclear
Explosives
100,000
= 10,000 - :
g Closed vessel detonations
© <<~/  Steam explosions
= :
% e “ \ Closed vessel
& <~ = deflagrations
8
g 100 -
Vapor cloud
10 FProssiire explosions
vessel Building ..-kg;...‘
bursts deflagrations@__ 7
1 1 1 1 1 1

1iE6 1E-5 1E4 1E-3 1E-2 1E-1 1E+0
Time scale(s) for energy release

FXponent Source: Robert Zalosh — NFPA “Fire Protection Handbook” 20 Ed., pg. 2-94




Analysis of Main Explosion Categories

o D* Explosion
P*V energy ' e TNT

Deflagration | ' Detonation

BLEVE /
Mechanical

F¥Yponent



Damage Overpressures

F¥Yponent Source: NFPA 921 “Guide for Fire and Explosion Investigations”



FLAMMABILITY
OF GASEbD







Explosion Pentagon

> 0-3'mJ
Air T.2470 °C

Propane
2-10%

Equipment / Structures

F¥Yponent



Flammability Map 100% Fuel

100% N,
100% O,

F¥Yponent Source: https://commons.wikimedia.org/wiki/File:Flammability_diagram_methane.png




Flammability Map 100% Fuel

Point: IS

100% N,
100% O,

F¥Yponent Source: https://commons.wikimedia.org/wiki/File:Flammability_diagram_methane.png



Flammability Map 100% Fuel

CH,+20, > CO, + 2H,0

100% N,
100% O,

F¥Yponent Source: https://commons.wikimedia.org/wiki/File:Flammability_diagram_methane.png




Flammability Map 100% Fuel

CH,+20, > CO, + 2H,0 &,

»
> "l
(b lammable IN%
Mixtures *

g
arEpEEEEEEEEEEEEEEEEEEEEEENY

Lower Flammability Limit (LFL)

100% N,
100% O,

F¥Yponent Source: https://commons.wikimedia.org/wiki/File:Flammability_diagram_methane.png




Flammability Map 100% Fuel

.
.
.
.
.
.
.
.
.
|
.
.
»
.
.
.
.
“Z
L
®
3 CH,+ 9.52(21%0,+79%N,) >
P CO, + 2H,0 + 7.52N,
.
9
.

100% N,
100% O,

F¥Yponent Source: https://commons.wikimedia.org/wiki/File:Flammability_diagram_methane.png




Flammability Map 100% Fuel

100% N,
100% O,

F¥Yponent Source: https://commons.wikimedia.org/wiki/File:Flammability_diagram_methane.png



Effect of Pressure / Temperature on Flammability

Combustible gas
100%6

F¥Yponent Source: NFPA 69 “Standard on Explosion Prevention Systems,” Appendix B



Flammability / Explosibility Parameters

* Flammable Gases
— Laminar Burning Velocity
— Lower and Upper Flammability Limits (LFLYUFL)
— Limiting Oxidant (Oxygen) Concentratien (LOC)
— Minimum Ignition Energy (MIE)
— Minimum Autolgnition Temperature (MAIT)
— Hot surface ignition temperature

* Flammable Liquids (additional)
— Flash point
— Vapor Pressure / Boiling Temperature

F¥Yponent



Minimum Ignition Energy (MIE)

1000 METHYLENE CHLORIDE FLAMES
COARSE DUSTS CHEMICAL SOURCES
MISTS AMMONIA LARGE HOT-SPOTS
VERY INSENSITIVE GASES RROPAGATING BRUSHES
100
TYPICAL SUB-200 MESH DUSTS = PERSONNEL SPARK LIMIT
= TYPICAL MISTS
g INSENSITIVE GASES LYCOPODIUM 2~ N | BULKING BRUSH LIMIT
& 10
& SENSITIVE DUSTS
z FINE MISTS — BRUSH LIMIT
> SOME GASES IN AR
o] MECHANICAL SPARKS
E 1 STRAY CURRENT SPARKS
5 TYPICAL GASES IN AIR [ UNGROUNDED CONDUCTORS
= VERY SENSITIVE DUSTS " SMALL HOT-SPOTS
VERY FINE MISTS
B\ . MFTHANOI
0.1
§§mfae£f§§;vss DISCHARGES FROM CLOTHING
OXYGEN.ENRIGHED AIR CORONA DISCHARGE
N\ | WEAK RF PICK-UP
0.01

- Figure 1.4. Ignition energies of various materials and types of ignition source
] that may ignite them (updated from Britton, 1999).

F¥Yponent Source: CCPS “Guidelines for Determining the Probability of Ignition of a Released Flammable Mass®, Wiley, NY (2014)



Potential Ignition Sources

* Open flames and hot work * Physical sources

— Eompression

* High temperature sources - Friction / impact

— Hot surfaces
¢ Chemical sources
— Catalytic materials
— Pyrophoric materials

» Electrical sources
— Powered equipment
— Electrostatic accumulatiens

F¥Yponent




FLAMMABILITY
OF LIQUIDS




Flammability Limits

Saturation vapor

pressure curve Not flaqmable

Mists

Autoignition

Fhmmabie region

Concentration of
flammable vapor

Lower flammability limit

Not flammable

\
I
Y
|
|
|
|

Fla‘éwpoint / Autoignition /
temperature temperature (AlT)
Temperature

F¥Yponent Source: CCPS “Guidelines for Determining the Probability of Ignition of a Released Flammable Mass®, Wiley, NY (2014)
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Mechanical Explosion — Pressure Vessel Burst

F¥Yponent Source: SAFENG




BLEVE

* Boiling Liquid Expanding
Vapor Explosion (BLEVE)

* Portion of liquid evaporates
and expands after vessel
rupture, converting thermal
energy to mechanical ened

\b :
(I/Q Source:

https://www.slideshare.net/HARSHALKHODE1/bleve-52334425

F¥ponent




Low Reactivity - Methane
(2D Confinement and Low CongestiqfP)

FXponent Tests performed by BakerRisk for the 2001 Explosion Research Cooperative



Low Reactivity - Methane
(2D Confinement and High Congestigf)

FXponent Tests performed by BakerRisk for the 2001 Explosion Research Cooperative



Detonation Example




Laminar Burning Velocities

160 T T T T T 1 T T | T LI | T T ! T T L T r T Hydrogen

| Propane and | | Propionaldehyd ’

| Pipeapad] | e | [Reeiiene | S,=286cmls
140 ! Cyclopropane ! .

I Acetﬁj ‘ Propylene 0xide| i

120 | 1,3-butadiene_}

Ethylene Ethylene

./ oxide .
J

100

80

— Methyl acetylene|

Acrolein ]

4
%"4 Dimethyl ether| ]
Propylene .

—
*~J Toluene and Benzene and| 1
isopropyl alcohol diethyl ether
P L

60

Fundamental burning velocity (cm/s)

95 100 105 110 115 120 125
Negative heat of oxidation (kcal/mol oxygen)

E"p{,ment Source: Britton, L.G., “Using Heats of Oxidation to Evaluate Flammability Hazards,” Process Safety Progress, Vol. 21, No. 1, 2000, pp. 1-24.




Minimum Autolgnition Temperature (MAIT)
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Figure 1.3. AIT as a function of chain length (Zabetakis, 1965).

Source: CCPS “Guidelines for Determining the Probability of Ignition of a Released Flammablg Mass®, Wiley, NY (2014)



Hot Surface Ignition Temperatures

1400
Town gas
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Source: CCPS “Guidelines for Determining the Probability of Ignition of a Released Flammable Mass®, Wiley, NY (2014)



ThankSou

Any Questions
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Ali Rangwala, Ph.D.
Alfonso F. Ibarreta, Ph.D., PE, CFEI

Mary Kay O’Connor Process Safety Conference,
October 13, 2023




EXPLOSION RISK
MITIGATION




Minimizing Risk

 Risk = Likelihood x Consequence

F¥Yponent



Safeguards

Containment Preventive Mitigative
and controf sareguards sareguards

Hazards | Regain control

or shut down

¢
W _.
& O Deviation Migated _

LQ‘SS f"?ht Impacts

Unmitigated |

FXponent Source: CCPS “Guidelines for Hazard Evaluation Procedures” 3™ Ed. (2008)




EXPLOSIOQON PREVENTION /
PROTECTION




NFPA Standards - Explosion Protection of Equipment

_—

* |gnition Control
* Oxidant Concentration Reduction
* Fuel Concentration Reduction

» Chemical Suppression — INFPA 69

* ISOIa_tiOn Standard on Explosion
— Active Prevention Systems
— Passive

* Pressure Containment _

o . . Standard on Explosion Protection
EXpIOSIOn Ventlng } NFPA 68 by Deflagration Venting

F¥Yponent




Deflagration vs. Detonation

 Definitions (NFPA):

Deflagration: “Propagation of a combustion zone at a NFPA 68
velocity that is less than the speed of sound in the
unreacted medium”

Detonation: “Propagation of a combustion zone at a
velocity greater than the speed of sound in the
unreacted medium.”

» Explosion protection standards (NFPA 68 [69) NFPA 69
are not applicable to mitigation of detonatians.

* NFPA 68 and NFPA 69 can still be used,to prevent
the occurrence of a deflagration amd/or detonation.

F¥Yponent



NFPA 69 Explosion Prevention Methods

» Prevention of deflagration ignition via:
— Chapter 7 — Deflagration Prevention by Oxidant Concentration Reduction
— Chapter 8 -- Deflagration Prevention by Combustible Concentration Reduction
— Chapter 9 — Predeflagration Detection and Controlof Ignition Sources

* Prevention of deflagration propagation yia:
— Chapter 11 — Deflagration Control by Active Isolation
— Chapter 12 — Deflagration Control by Passive Isolation

* Prevention of vessel rupture via;
— Chapter 10 — Deflagration €ontrol by Suppression
— Chapter 13 — Deflagration, Control by Pressure Containment
— Chapter 14 — Passive Explosion Suppression Using Expanded Mesh or Polymer Foam

F¥Yponent




PRESSURE-CONTAINMENT




Strengthening System

» Chapter 13 of NFPA 69 provides requirements
for strengthening the system (pressure
containment).

* NFPA 69 is not applicable if deflagration
transitions to a detonation.

» Enclosure would need to be designed and
constructed in accordance with the ASME
Boiler and Pressure Vessel Code, or similar
codes.

« The vent system would also be subjected to
overpressure and would need 1o be
considered.

F¥Yponent



Detonation Containment

F¥Yponent

NFPA 68 / 69 standards do not apply.

NFPA 67 applies, but is only a guideline
at this time.

Pipe must be strong enough and
properly supported to withstand a
detonation.

All components must be able to
withstand peak detonation
overpressure.

Additional engineering analysis is
required to properly design such a
system.

NFPA 67

Guide on Explosion Protection for
Gaseoqus'Mixtures in Pipe Systems



Detonations 1n Pipes NFPA 68

* Normal deflagration pressures are in the
< 10 barg range

» Detonations in straight open pipe can
results in peak overpressures 15-20

barg

— Higher overpressures possible at elbows
and fittings (due to pressure wave
reflections) and during a Deflagration-te=
Detonation transition (DDT).

NFPA 67
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INERTING




Inerting - Limiting Oxygen Concentration (LOC)
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F¥Yponent Source: https://commons.wikimedia.org/wiki/File:Flammability_diagram_methane.png




Inerting — N, Added to the Air
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F¥Yponent Source: https://commons.wikimedia.org/wiki/File:Flammability_diagram_methane.png




Inerting — N, Added to the Fuel

100% Fuel

~87% N,

100% N,
100% O,

F¥Yponent Source: https://commons.wikimedia.org/wiki/File:Flammability_diagram_methane.png




Inerting Requirements — NFPA 69

Target
6.5% O

llllllz.llllllllllllll-

LOC 11% O,
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Inerting Using Different Gases

Diluent CO, N, Ar He
Cp
(J/K-mol)® 37.3 29.2 20.8 20.8
Mg*gge 14.6% 12.1% 9.8% N/
ML%r}?(?)e 13.1% 11.1% N/A N/A
ngs) 5.1% 5.1% N/A N/A
L0Hc2;<3> 4.6% 4.6% N(A N/A

(1) NIST Webbook (https://webbook.nist.gov/) — Fluid properties‘atyl atm and 20°C
(2) Irvin Glassman “Combustion” 314 Ed, Academic Press (1996);"Pg. 165
(3) NFPA 69 (2019), Appendix C
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DILUTION




Air Dilution

« Chapter 8 of NFPA 69 provides
requirements for use of air dilution
(combustible concentration reduction).

* NFPA 69 requires that fuel
concentration be maintained:

- <25% LFL, or

— <60% LFL when concentration is
continuously monitored and controlléd.
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EXPLOSION SUPPRESSION




Explosion Protection

UNMITIGATED

MITIGATED

E"p{)nel'lt Figure Source: Chatrathi et al., Safety and Technology News, vol 10 (1) 1998.



Deflagration Suppression for Combustible Dust

Detection of explosion
— Pressure rise
— Spark/flame detection

Suppression
— Fast injection of chemical

suppressants
 Can typically minimize =
explosion overpressure to a few psi o I e o000
lgnition energy: 1.2 kcal (5 kJ)

Agent: sodium bicarbonate
3 Detection pressure: 0.5 psi
(34 kPa)

« Often used when explosion venting'is

HRD discharge

Pressure (psi)

not feasible i
o |
 Typically more expensive than venting [Pt st et

Time {sec)
Note: Pressures are gauge pressures.

FIGURE B.5.1(b) Pressure Versus Time in a Suppressed Defla-
gration.

Source: NFPA 654 “Standard for the Prevention of Fire and Dust Explosions from the

Xr :
I ponent Manufacturing, Processing, and Handling of Combustible Particulate Solids*



Deflagration Suppression — Slow Mgtion

F*ponent Source: Fike Corporation



EXPLOSION ISOLATION




Types of flame arresters

* NFPA 69

In-line Flame arrester End-of-line Flame arrester

F¥Yponent



How do flame arresters work?

« Quenching LY - 5
36 44
— Flame arresters function by removing 2. = 3
heat from a passing flame such that the 607 62 N
temperature of the burning gases drops ol . ¥ 42 aa_‘fo
below the temperature required to sustain y 2 P! 58 i
combustion, quenching the flame. b %7 I N

54

. -

—
50 84 52 B4 54 . «—\

US Patent: US5415233A

* Whether a flame can be quenghed is
dependent on:
— The fuel / flame properties
— The specific geometry of the’ flame path.
— The physical properties|of the arrester.

— The flame speed approaching the flame
arrester.

F¥Yponent



Active Explosion Isolation

F*ponent Source: Rembe



EXPLOSIQN MITIGATION
VIA DEFIAGRATION VENTING




Deflagration (Explosion) Venting — NFPA 68

UNMITIGATED

MITIGATED

Source: NFPA 654 (2020) “Standard for'the Prevention of Fire and Dust Explosions
from the Manufacturing, Processing, and'Handling of Combustible Particulate Solids”
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Deflagration (Explosion) Venting — NFPA 68

* NFPA 68 provides equations for
determining required explosion vent
areas

* Vent reduces maximum overpressurg

 Typically lower cost than explosien
suppression systems

* Must vent to safe outdoor area

* Flame Arresting and RParticulate
Retention (Flameless) vents can be
used indoors

F¥Yponent Source: NFPA 68 “Standard for Explosion Protection by Deflagration Venting”
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Hierarchy of Hazard Control o

Substitution

Personal Protective Equipment (PPE)




Preventive Safeguards

* Explosion prevention

* Instrumented protective system designed to bring system to safe
state

 Operator response

F*ponent Source: CCPS “Guidelines for Hazard Evaluation Procedures” 3" Ed. (2008)



Mitigative Safeguards

* Explosion protection via deflagration venting

« Secondary Containment

» Explosion blast barricades and blastéresistant construction
* Fire/release detection and warning Systems

 Deluge, foam and vapor mitigation systems

* Fire resistant supports and structures

- PPE

« Emergency response and planning

F*ponent Source: CCPS “Guidelines for Hazard Evaluation Procedures” 3" Ed. (2008)



CONTROLAOF IGNITION
SOURCES




Ignition Source Control

C)®

NFPA 69: Standard on Explosion Prevention Systems, .&Q)Q
2019 Edition - Chapter 9 Predeflagration Detection and \Q)
Control of Ignition Sources QO

p4

9.1 * Application. %‘O
i

Systems used for the predeflagration detection and control of ceﬂa@ Ignition sources shall be permitted to be used to reduce the probability of the

occurrence of deflagrations in systems that handle combustible pa solids.

9.1.1 \E

Systems used for the predeflagration detection and control 8¥gnition sources shall be permitted to be used in conjunction with other explosion prevention or
explosion protection measures, such as deflagration sn.%ssmn or deflagration venting, for those systems posing a dust explosion hazard.

q/Q

F¥ponent



Metrics for Flames

« Laminar Burning Velocity

— The laminar burning velocity is the speed of the flame frogt
relative to the position of the unburned gas

« Maximum Experimental Safe Gap (MESG)

— The MESG is the maximum gap between two.parallel flat
surfaces that prevents flame propagation@gress that gap
under certain experimental conditions

— The MESG is relied upon in the National Electric Code (NEC)
to, in part, define flammable gases.and vapors into four
groups (A, B, C, D)

* Critical/Quenching Diameter

— The quenching diameter isthe maximum diameter of a round
hole that would quench a slow moving flame

F¥Yponent



Detonation Pressures

* Reflected shocks at closed ends
can result in peak pressures up to
2.5P,. (Chapman and Jouguet
detonation pressure)

— Elbows can also result in reflected
pressure waves.

« ADDT can produce peak
pressures up to 4.5P,.

Joseph E. Shepherd, Structural Response of Piping to Internal Gas Detonation

Journal of Pressure Vessel Technology, Vol. 131, Issue 3, 2009. =

F¥Yponent
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EXPLOSIQN MITIGATION
VIA DEFIAGRATION VENTING




Deflagration (Explosion) Venting — NFPA 68

UNMITIGATED

MITIGATED

Source: NFPA 654 (2020) “Standard for'the Prevention of Fire and Dust Explosions
from the Manufacturing, Processing, and'Handling of Combustible Particulate Solids”
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Deflagration (Explosion) Venting — NFPA 68

* NFPA 68 provides equations for
determining required explosion vent
areas

* Vent reduces maximum overpressurg

 Typically lower cost than explosien
suppression systems

* Must vent to safe outdoor area

* Flame Arresting and RParticulate
Retention (Flameless) vents can be
used indoors

F¥Yponent Source: NFPA 68 “Standard for Explosion Protection by Deflagration Venting”




Vented Deflagrations — NFPA 68 - Gas Mixtures

¥ Chapter 6 Fundamentals of Venting ¥ Chapter 7 Venting Deflagrations of

of Deflagrations Gas Mixtures and Mists
* 6.1 Basic Concepts. * 7.1 Introduction.
* 6.2 Mixture¥ * 7.2 Venting by Means of Low Inertia
* 6.3 Entjosure Design and Support. vent Clasures.
3 L]

* 6. 4 Endlosure Length-to-Diameter 7.3 Partial Volume Eff ectg

Ratie’and Vent Variables. * 7.4 Effects of Panel Inertia.
6.5 Vent Closure Operation. * 7.5 Effects of Vent Ducts.
* 6.6 Consequences of a Deflagration. * 7.6 Deflagration Venting of Enclosures
* 6.7 Effects of Vent Inertia Interconnected with Pipelines.

* 6.8 Fireball Dimensions.
* 6.9 Effects of Vent Discharge Ducts.

* 6.10 Venting with Flame Arresting and
Particulate Retention.
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NFPA 68 — 7.2 Low Inertia Vent Closures

N

P,.q < 0.5 barg

L]

P..q > 0.5 barg

F¥Yponent



NFPA 68 — 7.2.6 Turbulent Flame Enhancement Factor, A

Ay = 0,0,
Enhancement due to Enhancement due to
(pl ‘ flame-generated (pg vent-generated
turbulence turbulence
I, if Re < 4000 (8, 1
(P — R(‘ 0 l B (R(’ i \_ ‘
&= f . ¢, = max 1, — i —
,if Re, 24000 2 ' 6 5
[ 2000 ] f Re, 10° ) I .2
‘ ) e P.
S(D, /2 | .u
R('f - pu H( he ) RC _ p" "I 2)
pu ' p"
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NFPA 68 — 7.2.6.2 Obstacles

7.2.6.2

The totallexternal surface area, Agys, Of the following equipment and internal structures thai\can be in the enclosure shall be estimated:

1) Piping, tubing, and conduit with diameters greater than 1/2 in.

3) Stairways and railings

(1)

(2) Structural columns, beams, and joists

(3) |

(4) Equipment with a characteristic dimension in the range of 2 in. to 20 éA5.1 cm to 51 cm)

7.2.6.3

F*ponent



NFPA 68 — 7.2.6.5 Length to Diameter Ratio (L/D)




NFPA 68 — 7.3 Partial Volume Effects

Pieo’= 0.5 barg
P...x = 9 barg
n=0.1
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NFPA 68 — 7.4 Effect of Panel Inertia




NFPA 68 — 7.5 Eftect of Vent Ducts

1
I
I
I
I
I
I




FIREBALLSIZE




Flameless Explosion Vents
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Explosion Venting Examples
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Explosion Venting Examples
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Empirical Correlations for Fireball Size

* NFPA 68 Standard on Explosion Protection by Deflagration
Venting

* British Standard BS EN 14994 Gas Explosion Venting Protective
System

F¥Yponent




Vented Deflagration Fireball Dimensions; NFPA 68 (2018)

Maximum Flammable Gas
Fireball Travel Distance:

Flammable Fireball
Gas
Equipment

EN 14494 uses D=5 V173

F¥Yponent



Empirical Equation Limitations

« Based on a number of limited experiments

* Depend on only:
— Enclosure volume
— Number of vents
— Metal dust (yes/no)

* Do not take into account:
— Fuel reactivity (S,)
— Vent activation pressure (B )
— Maximum vented exploSion overpressure (P,.q)
— Vent geometry
— Fuel concentration

F¥Yponent



FLACS / DUSTEX CFD Models

* FLAGS&is a Computational
FluidDynamics (CFD)
spftware developed by
Gexcon to model vapor
dispersion and gas explosion
events

« DUSTEX is a FLACS module
developed to model
combustible dust

GEXCON deflagrations and explosions

F¥Yponent




CFD Modeling of Explosion Venting - Geometry

Cubic
Enclosure

F¥Yponent



CFD Modeling of Explosion Venting - Geometry

, T\_m;grid resolutions:
< 01m
0.2m

Explosion
Vent

FuelCAir
Cloud
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Scenario Matrix

@ i=14
“ 38 cm/s Q% 45 cm/s
N

Vent Activati

ent Activation 0.1 barg 0.1- 0.2 barg
Pressure

# of scenarios 7 24

'l Default values in FLACS libraries

F*ponent

Phi=1.0

74 cm/s

4 — 1,000 m3

0.2-16m?

0.1 barg



Propane Explosion Venting Example

p Temperature
r('_)Eane Contours
Phi =1 Top 500 K — 2200 K

3m x 3m x 3m .
View
Side

View
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Propane — Effect of Equivalence Ratio

Propane
5.2m x 5.2m x 5.2m
Temperature
Phi=0.7 Contours
500 K - 2200 K
Phi=1.0

Phi=1.4

F¥Yponent



Gas Explosion Venting Fireball — CED Results




Effect of Fuel Type — Small Volume

Phi=1.0
4m x 4m x 4m
Temperature
Methane Contours
500 K-2200 K
Propane

Ethylene
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Effect of Fuel Type — Large Volume

Phi=1.0
5.2m x 5.2m x 5.2m
Temperature
Methane Contours
500 K - 2200 K
Propane

Ethylene

F¥Yponent



Gas Explosion Venting Fireball — CED Results
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Conclusions — Flammable Gas

 Stoichiometric, or near-stoichiometric, congitions pose a worst-case
scenario for explosion venting fireball lengths.

 Relatively-poor agreement was obtained between gas deflagration
venting simulation fireball length data and the empirical correlations.

— Sizes calculated using the FLACS-&ED model are up to a factor 2 to 3 larger than the
estimates obtained using the stahdard correlations.

* A dependency of the firepall size on flammable gas species has been
identified with propane€ and ethylene leading to larger fireballs.

— Further analysis is required to determine the relative role of the expansion ratio and
flame speed on the fireball dimensions

F¥Yponent



Explosion Venting Examples
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Model improvementscand validation
for buried CO2 pipeline ruptures




<

Introduction QO
Q)Q
Q

* Dense phase pipeline transport 2
N

* Necessary for reducing CO, Q)
emissions during energy transitio%o

 Especially for buried pipelines, .&
modelling these is not easy OQ

« Various attempts to bette@&sess
potential hazards O
Qb

(]/

6” buried CO, pipeline rupture at DNV Spadeadam




Introduction 4

N
The hazards of CO, pipeline transport ,\Q}Q
are registering with the public and QO
politicians QO

&

Some high profile failures %OQ

Current hazard zones dgmonstrably
inadequate ‘]/QQ/

Crater from a 24” pipeline rupture near Satartia in 2020




Modelling and Phast 8.71 CO, Validation

* Use the widely-used Phast UDM
dispersion model

« Existing validation for small-medium
scale above ground releases

« Specific to buried pipelines. .,
e ‘Crater’ model

* Thermodynamic model extension -
solid phase CO,

Validation against CO2PIPETRANS dispersion experiments
6




Crater modelling

e Crater dimensions

« Post-expansion source has
additional air entrainment and
reduced velocity

« Based on a small number of
idealised CFD simulations

* Velocity appears too high-or
standard jet-based dispersion
models

Crater model schematic (top), and
correlation for momentum against ‘path length’ (bottom)




COSHER experiments

Carried out at DNV Spadeadam test
site in the UK

Two punctures from buried 6" CO,
pipelines (1.9/F and 4.7/D weather)

Complex release geometry —r&quires
some simplifying assumptignsfor
source term

Limited publicly available data

COSHER experiments — equipment layout




COSHER Validation (v8.71)

Visible comparison of experiment vs

prediction sufficient to show issues

Experiment shows...

* No evidence of an elevated plunge

« ‘Pancake’ shaped cloud aroundthe
release

Primary cause was velqgcCity out of the
crater

COSHER 2 (low windspeed) release at 120s




Improved crater model

Simplified model derived — flow area
defined by crater width

Implies generally larger areas and
much reduced velocities (esp. for
small L;)

Air entrainment correlation\based on
full set of CFD simulations

Full bore ruptures only

Modified Air entrainment correlation

10




11

CO, dispersion in contrasting wind conditions
High windspeed
Plume trajectory bent over by wind
No re-entrainment, no upwind spreading
Suitably handled by UDM

Low impact on trajectory, results in ‘fountain’
behaviour Low windspeed

Circular spreading atground level
Not well handled by standard UDM




‘Gas Blanket’ model G

o)
. Requires the initial jet-based o
plume to touch down at > 45° (s\\
impact angle QO
* Represents the release as an Q/
instantaneous release Q%

« Fed by a time-varying crate\LQ

source

« Eventually the instanta ﬁs
cloud drifts and uncggﬁ the
crater

* Any remaining source treated
as normal vertical jet

Gas blanket modelling




Phast v8.9 ®

QS
Separate options for crater modelling ,\Q,\Q
and gas blanket modelling QO

. O
Options for both... O
+ Original (v8.71) models %

* Improved models for pure C%iny

(default)

* Improved models for all erials
>

>

Phast parameters controlling improved modelling

13




COSHER Validation —8.9 vs .871 mode&\s)g

. . . < .
Arcwise maximum concentrations — observg\@\/s predicted

o
COSHER 1 (high wind) Q/ OSHER 2 (low wind)

14




COSHER Validation

Pointwise maximum concentrations — obse@ vs predicted

COSHER 1 (high wind)

0@

N\

OQ
Q,Q (low wind)
COSHER 2 (low win
S

15




COSHER Validation

* Improved crater model alone.

Vastly improved downwind ground

(esp. foz-=m
Phast 8.71

level concentrations

« With gas blanket model (
low windspeed cases):

« Additional improvement |n\L~
downwind concentratio

* Major improvement
and upwind conce

OQ)

o
s@@

_1241 5.94

>1000 46.41

i i [ o 55 0.51
| %Or)]SSSWInd VG 1.06 1.94
[T o :5 1.09

W 106 1.15

8.59
557

0.67
1.43

0.98
1.11

Geometric mean and variance for arcwise maximum concentrations

16




Further work and limitations

Lack of available data suitable for
development / validation is a
critical issue

Inability to measure the post-
crater cloud makes life difficult

Do the crater changes make
sense for other materials?

Scalability?
What about punctures?

Proposed JIP for CO, Dispersion

17
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Review and Validation of Phast
Dispersion Model required for LNG
Siting Applications in the US




Introduction

« PHMSA require an exclusion zone areund LNG facilities
* Regulation 49 CFR 193

* This to be calculated using ‘appftoved’ models.
* Phast 6.7 was approved inr2011

* Model improvements, arehitectural changes, Phast 6.7 end-of-
life argued for an updated approved version

* A petition was subniitted to approve Phast 8.4




Phast - UDM

* Integral model comprising linked

DAEs )
O

« Combined jet, heavy-gas and %((,

passive models Q

* Imposes similarity conceqL@tion

profile D

* Finite duration, tim rying and
Instantaneous V

 Droplets and rainout




Changes since v6.7 &

« Many changes including: «Q
* Pools QOQ
* Cloud-pool linking Q/
- AWD &

 Instantaneous expansion OQ
* Improved solver \&

o

(]/Q




Existing validation set Q,o(’@

; ) . . \ K Arc-wise concentration
 Extensive validation set with O(v
each release O
* Includes most PHMSA 6(0
experiments OQ

* Generally good agreem
with experiment

 All available as .p lles on
request




PHMSA Model Evaluation Protocol

» Submission based on 2016 MEP
» Updated experimental database

 ‘Change-log’ report
» Scientific Assessment
 Verification
 Validation

« External expert reviewer




MEP Changes (since Phast6.7)

* Method for arc-wise concentrations
« Maximum prediction at arc sensor locations

« Updated experimental data:
* Full review of data set
* Errors corrected
» Point-wise concentrations added

« Some post-ignitionpoints removed
. . o Image: 2016 MEP
« Additional physica¥& statistical measures




Validation Experiments

« 17 Experiments
* No obstructions
» 12 field experiments
* 5 wind-tunnel

* Burro & Coyote
« Short and long time avérages
« Each assessed separately

10




Assessment Results By
"

* 4 physical comparison parameters \Q’
« Maximum arc-wise gas concentrati O
« Maximum point-wise gas conce
 Distance to measured gas co@ atlon
« Width (calculated - not pres@ d here)

§measu res

* O statistical perfor
* Not all relevant f@th parameter

Images: 2016 MEP 11




Arc-wise Concentration (Field)

* Most within PHMSA scrutiny range
« Coyote 6 (over), Tl45, BUO8 (undefr)
« Maplin Sands high underpredittion

e Consistent feature
* Return to this shortly

12




Point-wise Concentration (Field)

 More scatter

* Burro & Coyote (short) mainly within
PHMSA scrutiny range

» Coyote (long) overpredictjon
* Thorney island underprediction
* Maplin Sands high underprediction

13




Distance to arc-wise concentration (Field)

* Largely within PHMSA scrutiny range
« Slight trend to overpredict (MRB,<\0)
« Burro 8 underprediction

« Maplin Sands high underprediction

14




Wind-tunnel cases RNy
"\
0

 Consistent underprediction

ol
 Possibly due to field-scaling
« UDM used field not wind tunn L‘&de

« Sensitive to roughness
 Improved alignment with uced SR

* Improves on Phast ﬁlflbresults
B




Uncertainties

« Maplin Sands
* Thin clouds, poor spatial resolution
« Sensitivity - sensors at y=0 (5-1 nge)
* Much improved alignment Q%

« Burro, Coyote O
 Cases with peak conce@&ons at arc

edges O
 Terrain impact & b@%ation in Burro 8

16




Sensitivities @oo
» Sensitivity study ‘\Q}
« 7 cases OQ

« Between 1 and 8 individual paraQe/ S

* Burro 9 (long) arc-wise n

 High surface rough at lower bound
« Different parame t higher bound

» Factor >2 between’low/high at 400m

« Some significant variatio a@q

<

17




<
Summary RNy

« PHMSA approval process outlined \Q}
 Detailed submission due to >10 yeaq@ ce Phast 6.7
* More rigorous: 2016 MEP and v12 validation database
 Validates well, particularly for 'ﬁfrials
» Uncertainties around Mapl'r@nds well understood

* Phast 8.4 approved April 2023
* |ldentical conditionsto"Phast 6.7
» Uncertainty factor'of 2 for LFL distances (i.e. use 2 LFL)
« www.regulations.gov docket PHMSA-2021-0041

18
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1 Self Introduction: RNy

Name: Mohammad Azizur Rahman

Designation: Associate Professor
(TAMU Qatar)

Research focus:

Multiphase flow, Flow assurancg ings transport, Leak Detection, Gas kick, carbon capture and
storage, Geothermal energy, iquid, reservoir characterization, Statistical Analysis, Machine
Learning Application in Oil and Gas Industries, and Aphron-based drilling fluid.

https://scholar.google.com/citations?hl=en&user=PYRtIBIAAAAJ&view_op=list_works&sortby=pubdate
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Introduction: Why study leak detectiog@
QO




Introduction: Different types of Iea{@éetectlon

o, Reliab @s

Low

ic Negative Statistical RTTM
Pressure Analysis

Robustness

High

il

Fiber Optic Negative Statistical RTTM
Pressure Analysis

(Adegboye et al., 2019; Zhang et al., 2013)

High Cost

Low Ill

Fiber Optic Negative Statistical RTTM
Pressure Analysis

In this study we focus on
Internally based methods
le. physics based
mechanistic correlation and
data-driven non-
dimensional correlation.

These methods generally

have high reliability,
robustness and lower cost.
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List of literature for mechanistic Correlation:

Natural Gas

using a multi-rate test.

one leak.

Fluids used Model used Leak in terms of Focus Key remarks Reference
Gas-liquid Beggs and Brill’s two Inlet and outlet total flow rate Subsea pipelines Higherleak'size improves leak detection. (Gajbhiye and
phase correlation Compfressible liquid inhibits leak detection. Kam, 2008)
Gas-0il Beggs and Brill’s two Change in inlet pressure, change | Deepwater operations Outlet flowrate was more favourable as (Kam, 2010b)
phase correlation in outlet flow rate compared to inlet pressure.
Longer distance, larger opening size, and
compressible phase are favorable.
Liquid Probabilistic approach Mass-imbalance Pipeline Able to detect leak location and leak size (Rougier, 2005)
Water Steady and un-steady state Pressure Rressurized pipe Higher pressure improves leak detection in a (Ferrante et al.,
approach. system. steady state as compared to an un-steady state 2014)
condition.
Two-phase flow [ Combination of numerical Pressure, Heat transfer Wellbore Deviated wells loses more heat to the formation | (Hasan et al., 1998)
and analytical approach. as compared to the vertical wells because of
higher residence time.
New mathematical model Flow rate and Rressure Pipeline Two leaks in a pipeline is detected instead of | (Rui et al., 2017)

Literature gap:

* The number of mechanistic correlations available for multiphase flow is still very limited.

most of the times we do not have sensors at the leak locations.
* Multiphase correlations are complex and time taking.

Most of the correlations (e.g. Kam 2010, Gajbhiye et al. 2008 ) assumes that me know leak parameters. However, in actual conditions




List of literature for Dimensional Analysis (DA):

Fluids used Flow geometry Key remarks Reference
Gas-liquid Pipe flow A model was proposed to sealc'up or scale down (Al-Sarkhi et al.,
pressue drop and liquid hold up based on DA 2016)
Gas-liquid Stratified pipe flow DA helped to scale uplab,scale result to large scale (Farokhpoor et al.,
facility. 2020)

Solid-liquid

Annulus pipe flow

Non-dimensional correlation for pressure drop was
deyeloped for a wide range of operating parameters
and/validated with independent literature data.

(Barooah et al., 2022)

Solid-liquid

Annulus pipe flow

Non-dimensional correlation was validated with
literature data and used to predict volume fraction
during cuttings transport.

(Khaled et al., 2021)

Key notes:

DA has been used successfully in multiphase flow to predict and scale up lab scale data to larger scale.
* DA usually consist of simpler calculations which can be done without numerical analysis.
Use of DA for leak detection in pipeline cannot be found in literature.




\U
tive:

G

S

10




Objective:

-

-

* Develop a physics-based mechanistic model for-pipeline leak detection.
* Perform Dimensional Analysis to develop-a“non-dimensional model using the validated

data points from the mechanistic model.

* Validate the non-dimensional model (with independent literature data.

~

/
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Material balance equations: &QQ
Mtjn = Myleak + Meout O s\ P m Pl My, P, m,,
Mgjy = Mgleak + Mgout @Q \ I /
Myjn = Myjeak + mLOUQ Pipe diameterI
qgin qgin Q ) "
fgin — = [ =1 — fLirl Pipe Length

Qtin  Ygin +®

Jgout ut

fgout = = =1—fiout
Qtout + drout

@

fgout =1—fiout

Where q is the volume flow rate, m is the mass flow rate, f is the fraction of gas, and t, g,
L, in, out and Leak are the subscripts for total, gas, liquid, inlet, outlet, and leak.

13




Development of mechanistic Correlation: &
Pressure at any node is determined by: Q)Q

pitl = pl 4 (Z—P> AL (‘\\Q}

X

A leak which is regarded as a sink term can be described as the ﬂ@oss due to the difference
between the pressures inside and outside the pipe at the leak. Q/

Y

Pleak - Tsur —

Pin’ my,

2
C Leak
4 Pipe diameter I

<&
<

Where,

1:)leak’ My,

\|/

A, ., = cross-sectional area of leak open@b

d, ..« = leak equivalent diameter (1/
p,, = mixture density at that point
C4 = Leak coefficient

pm=pgfg+ poL

Pipe Length

v

14




New methodology for the leak detection correlation

Pressure drop is calculated using the Beggs and brill model:

d_P _ ftme (q¢/A) (qe/A)?
dx gD

Where f; is the friction factor during two-phase flow which is expressed as:
fe
fip = fa()
n

f
_9> (%)- 12if1 < (%) <12
fn YL YL

f,
In (L
f <Yﬁ>

Otherwise,

ft—:=exp

2
—0.0523 + 3.182In <f%> —0.8725In <f%) + 0.01853 ln<
YL YL

fi

2
L

)

Advantage:

Most commonly used correlation
for horizontal flow and circular
pipe.

Identifies the flow regime and
liquid hold up, which helps to
calculate the mixture velocity
and density.

Can be corrected for different
inclination.

Performs better for horizontal
flow as compared to Hagedorn
and Brown, Duns and Ros,
Fancher and Brown, etc.

Used in many commercial

softwares such as Pipesim.
15




New methodology for the leak detection correlation

f is the fanning friction factor which is found by the Colebrook eq.

1 . [—5.0452.l <7.149>°'8981
— = —4log[——1o
NN TN P\ N

N,. 1s the Reynolds number, which is defined as:

qt
N = (&) euD b b PmAiea
re — p-LfL + 1 f leak — Ysur — 2 2
[ Cé (T[dLeak>
4

and p, are the liquid and gas viscosities. :
e He 1 & As we have three unknowns (i.e., p,, qt,

dfeak) and only two eq. ( Leak eq. and
Beggs and brill correlation) , therefore an
iterative process is required to solve.

The liquid hold up for distributed flow is given by:
fe

c
Nre

y = a(

16




Methodology for leak detection
Steps:

« First, an 1nitial value of total leak flow rate (qy.,) 1S assumed, and leak pressure (P,,) 1s calculated for
different values of d,,;.

 Subsequently, an iterative method is employed te det€rmine total flow rate at the pipe inlet (q,,) in the
upstream section, ensuring the desired value of inlet.pressure P, is achieved.

 Next, using another iterative method, total‘\flow rate at the outlet q,, 1s calculated for the downstream
section while maintaining the desired constraint on outlet pressure P,

* As changing g, impacts qtleak andthereby P, the process iterates once again to find a new value of q,;,
that maintains the desired P

* This iterative process continugs until optimized values of qy,, Qo @nd Qe are obtained. During the
entire process it needs to be ensured that the mass balance and pressure constraints are conserved.

[ This is be done either by developing macros in excel or in MATLAB ]

17




Methodology: Dimensional Analysis @
\
<

g Advantage
- &@ 1. It gives us insight into
Starti . OQ what parameters could be
farting point C) ignored or treated
approximately.

%Q/ 2. Upscale our correlations

by testing it with a larger
Q experimental data set
O which can be translated to
\b different lab scale and
@ field scale.
ihal product 3. Develop.non-dimensional
flow regime map based on
the non-dimensional

numbers and surface
operating conditions.

Flowline of the model development strategy

18




Methodology: Dimensional Analysis
Buckingham=Pi Theorem Methodology

Buckingham-Pi Theorem

Total n parameters can be grouped into n-m independent

Tt groups expressed as: M, =f (M,, N;, ... M)

1. n = Total number of dependent and independent
variables

2. m = Minimum number dimensions required to

characterize all the n parameters

Defining dependent and independent variable

. Dependent variable
Leak Pressure or
Leak flow rate or
Leak location

. Independent Variable

1) Mixture viscosity

2) Mixture density difference

2) Pipe length

3) Leak diameter

4) Pipe diameter

5) Change in total mass flow rate

Defining dépendent and independent variable

Parameter Symbol Unit Dimension
Mixture (n,) Kg/ms M/LT
viscosity

Mixture Ap,, Kg/m? M/L?
density

difference

Pipe length L m L
Leak diameter |d,... m L

Pipe diameter |D m L
Change in Am Kg/s M/T
total mass

flow rate

Leak pressure | P, Pa M/LT?

(Busch et. al 2019)

19




6. Buckingham-Pi Theorem Methodology

Methodology: Dimensional Analysis

Defining dependent and independent variable

Set of fundamental dimensions are selected: [M;-L, T] = 3
Total number of parameters=n=7

Repeated parameters =R =3
* Pipe diameter

e Change in mixture density.
e Change in mass flow+ate

By Applying Buckingham pi theorem
Non dimensionless number = 7-3=4

20




Buckingham-Pi Theorem Methodology

Methodology: Dimensional Analysis

Calculate the different non dimensional 1 terms

Input parameters Output parameter

e I, = HmD Pinlet Pipe Diameter (m) Leak pressure (Pa)

27 Am Poutlet Leak diameter«(m)
o I3 = L Liquid volume.fraction at inlet, cLi

gm Liquid yelume fraction at outlet, cLO

* Iy = D Change.in total inlet and outlet mass
e T Pleak DSApm flow rate (%)

L= Am?2
General Form: The values of the different exponents have

to be calculated by experimental fit or
M, = a1l M3*n3*n3* regression method.

21
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Results and Discussion: Statistical Analysis

Range of parameters for model development

Operating parameters Range (field units) STug§
Pipe Diameter, D (inch) linch to 5 inch 0.0762 M 72 m
leak diameter, dm (inch) 0.2 inch to 3 inch 0.g1280.0762 m
S : 0.3 -0.628 .
Liquid outlet fraction, cL 5000000 T T Only the inlet and outlet
. _ t —
Pipe length (feet) R 0017661) L nllo_6 S parameters are selected
Mixture viscosity : - ¢ elx v R - a that effect the leak
Mixture density (kg/m3) 295 — 560 kg/m3 18.4162 — 34.95 1b/ft pressure.
Leak location (m) 91 -460 m 91-460m
Inlet total mass flow rate (kg/s) 14 — 28 kg/s 31 -621b/s
Outlet total mass flow rate 3 —10kgls 6.6 - 22
(kg/s) 2
_ Pm QtLeak
1:)leak - Psur - 2
2 (Mdieak
Cg 4

23




Results and Discussion: Statistical Analysis

Correlation analysis

change in
Mixture Mixture density Mixture density Pipe mass flow
viscosity (outlet) (inlet) Length  Pipe Diameter, D “leak diameter cLi clLo rate
Mixture viscosity 1
Mixture density (outlet) -0.312 1
Mixture density (inlet) 4.167E-15 8.28E-15 1 . .
Pipe Length (feet) 0.198 0.279 0 | cLin  and CLF’Ut 1S
dependent on the inlet and
outlet mixture density,
Pipe Diameter, D (inch) 0.1490 0.209 6.03E-16 -0.133 1 therefore these
parameters can be
leak diameter, dm (inch) 0.410 -0.184 381805, -0.366 0.572 1 excluded
cLi 3.43E-15 8.18E-15 1 0 7.021E-17 3.15E-15 1
cLo -0.312 1 V78E-15  0.279 0.209 -0.184 1.24E-15 1
change in mass flow rate -0.312 0571 7.76E-16  0.474 -0.377 -0.4806.59E-16  0.571 1

The ANOVA analysis shows that the input parameters are statistically significant and the

correlation analysis suggest that the input parameters are statistically independent.
24




Resu

8300000
8100000

7900000

(Pa)

7700000

7500000

1pe pressure

P

7300000

7100000

6900000

ts and Discussion: Validation of mechanistic model

MAPE: 0.6275 %

—o—dm = 0.4 inch
(Gajbhiye et al.)

--o--dm = 0.4 inch
(model)

—o—dm = 0.6 inch
(Gajbhiye et al.)
(model)

o— dm = l¢inch

(Gajbhiye et al.)

@ dm = 1 inch
(meodel)

. N \\
1000 2000
Distance (feet)

Validation for effect of pipe pressure

8300000

8100000

7900000

7700000

7500000

Pipe pressure (Pa)

7300000

7100000

6900000

MAPE: 0.445 %

500 1000 1500
Distance (feet)

—o— Location = 300 feet
(Gajbhiye et al.)

-------- Location = 300 feet
(model)

Location = 700 feet
(Gajbhiye et al.)

----e--- Location = 700 feet
(model)

—e— Location = 1000
feet (Gajbhiye et

R ilf))cation =1000
feet (model)

—e— Location = 1300
feet (Gajbhite et

feet (model)

Validation for effect of leak location

Validation of mechanistic model for pipe pressure
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Results and Discussion: Training and Optimization of non-dimensional
model with mechanistic model

Optimized

1 Exponents
-5}
s _ al 37.9228
g B 0.95 MAPE: 1.34% a2 1.152
o E a3 1.732
R
= 0.9 o -
Z f ‘0. ——fiper 10% a4 0.354

[ )
. g ¢ =—Lower 10%
< 8_0-85 i! Non-dimensional parameters
<5}
- Py
0.8 brcryd I, = _leak
General form: II; = a I, 11511 17 p—
08 085 09 095 1 1 2713 i—Fo
Leak pressure from the mechanistic model _ UmD Pinlet
2T Am Poutlet
"
Model optimization is showing a good agreement 7D
with Mechanistic model with a MAPE of 1.34%. d
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Results and Discussion: Validation of the non-dimmensional model.

E 0.98
5 0.96 e
Z 004 MAPE: 1.72%
e 092
S3 09 o* .
- s 0.88 ‘ ° - —Uppel‘ 10 A)
E . 0.86 > Fower 10%
. A (] . .
2 084 h Validation of leak pressure of the power law
E. 0.82 model with Gajbhiye et al. 2008
s 0.8
~ 0.8 0.85 0.9 0.95 1

Leak pressure from mechanistic model

Final form of the non-dimensional correlation:

1.152 1.732 —0.354
Pleak UmD Pinlet ) L d

X — X =
P, — Py

D D

= 37.922 (
Mt Poutlet




Conclusion:

This study Introduced an innovative mechanistic model for{multiphase flow pipeline leak detection that\
achieved excellent predictability with a MAPE of only y0:63% through validation against independent
literature data.

A non-dimensional model was developed withiimpressive validation, MAPE of 1.34% and 1.72% with the
mechanistic model and literature data.

The non-dimensional model is partictifatly valuable for lengthy pipelines where dedicated sensors at leak

locations are often lacking.

This model offers user-friendly,real-time applicability during daily operations, in contrast to complex and

time-consuming models. /

28




Future work:

@

It should be noted that the accuracy of the developed mode€l can decrease when the range of operating

parameters 1s too much out of the range provided in Table 3

* Furthermore, it was identified that the accuracy ef the model reduces a little when the leak location is more

than 10,000 feet from the inlet section.

* Therefore, in future work, we plan to célect data points from a wide variety of experimental, modelling, and

\ independent literature to train and validate the non-dimensional model.

\

/
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Nomenclature:

S oo B

Mass flow rate
Volume fraction
Volume flow rate
Pressure
Pressure difference
Length increment
Density
Leak coefficient
Cross-sectional area
Diameter
Pipe diameter
Pipe length
Volume fraction of liquid
Viscosity
Density difference between the inlet-and outlet section
Change in mass flow rate between the inlet and outlet section
Viscosity
Non-dimensional parameter

Subscripts
t Total
g Gas
L Liquid
in Inlet
out Outlet
leak Leak
sur Surrounding
m Mixture

30
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Safety and Security Impact of
Emerging Technologies

How standards address¢he needs of owner operators




Speaker profile &Q’
- Howard Elton \Q,\Q)
« BSChE University of Houston QQ

* Process Control, Automation, SIWstrument Systems, across a broad
range of industries and proce chnologies (as an end user)

* Now consulting with ProL@s a Principal Technical Consultant for
Functional Safety. @
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Dominant Themes in Industrial Control

* Wireless Everything
 “Levels” Are History - No More Purdue Models
* More Data from Everything — Right Now, and..

» Data Must Flow Freely In Every Direction - Everything Open
And Common

* More Data From Thg'SIS
« Ethernet Only — n@ proprietary networks
« Smart Everything — People??




Objectives of this Presentation

» Describe the nature of these emerging technologies
« Unpack the issues, challenges, and opportunities
« How Standards/Committees arevaddressing these issues




Emerging Technologies in Industrial Controls

SIS Performance Management
And Data Analysis
WG10




The “Open Future” - Issues facing ©Owner/Operators
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Impact to Cybersecurity o)

» Purdue or not Purdue QO

* Functional Model is %((/
timeless and Q
iIndispensable \&O

« Cyber now lives at all ".)@ Zone A ~——f*Zone B -
levels, embedded q,

q/Q




Impact to Programs, Policy agé)%)rganization
\

ISA61511
T4V — Exida
Certifications
Functional Safety

ISA108
Intelligent Device
Management
Policy, Practice

Training and
Certifications

System Lifecycle Planning
Digital Transformation
Industry 4.0 Roadmap
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Converging Standards

« ISA108

 Namur and FieldComm Group/ODVA/IEEE
* OPAF

* OPC Group

* ISA84 Working Groups:9*& 10

* ISA112

* ISA62443 Cybersecurity Standards

12




Key Issues Presented to Owrg%’qbperators
\

Q)
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Safety '

Security

Policy .
SSS Benefits
Competency

Marketplace

Technologies

Emerging Trustworthy
Standards Partners

)
(L Roadmaps

Obsolescence

Integration
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About Rajender

>28 years experience in Qil, Chemicals, Insurance
Expertise — Process safety, fire protection and risk managément

Professional Qualifications, Certifications

* B. Sc, BE — Fire Engineering

* Professional Process Safety Engineer (PPSE) — IChemEAUK
* Certified Safety Professional (CSP) — BCSP USA

Membership

* MIChemE

* Sr. Member — AIChE

* Professional Member — ASSP

Presenting in national and local eonferences

Rajender Dahiya, CSP, MIChemE

» AIChE-GCPS, MKOPSC (Texas A& ASSP, CSSE.... Professional Process Safety Engineer

Volunteering
e Subcommittee member — Peer Reviewer, Published 4 books recently — AIChE

* A yoga and meditation volunteer teacher

Energy Risk Consulting
AIG




Context <&

* We know that all incidents are preventab{e}
+ But major incidents keep occurring _

» Causes and consequences are C rable
* This means... %)
 there are problems, and Q

« each problem has its solu&.O
* So...ltis simple

« either we do not kno ?}3 problem
* or it is not getting fi




Root Causes of Incidents

Management failure to identify the hazard and '_Hazard Identification and Risk
manage risk Assessment (HIRA)

and availability of safety critical S Programs

A

Management failure to ledarn-from incidents Learning from Incidents

~
Management failure to maintain@tegrity Operating and Maintenance
m




What we normally do ©
@

v' HIRA done v multiple safegx@gﬁ v management systems in
(HAZID, PHA, LOPA.......) insta@ place

&

Source: CCPS - Center for Chemical Process Safety

HAZID: Hazard ldentification .

PHA: Process hazard analysis Lea rni ng .

HIRA: Hazard identification and risk assessment InC|dentS
HAZOP: Hazard & Operability Study

LOPA: Layers of Protection Analysis




Holes Developed & Aligned — Incident

o O
Hazard == 0@ @ %@Q@ Q —
O
O

Prevention Safeguard

&
fiﬁ

The holes depicts MS wealw@es
« Several warning signs, weak 'signals, near misses, small incidents may have been neglected or not
addressed adequately

Mitigation Safeguard




Most Common Causes / Gaps

HIRA

Actions Management

Inspection Testing and Preventive maintenance (ITPM)
Operator procedures and training

Safety system bypass

Incident investigation and {earming

Key Performance Indicators (KPIs)

Audit




Journey — How the Holes are Created and ......

Philosophy

C&E Chart

SOP/EOP

MOC

Procedure PSI Actions
List of SCE ITPM Procedure Training Records
PS
gy ¢ . Competency . =~ |
Training / Drills Alarm Prioritization SCE Bypass

Actions Learning KPI Audit




HIRA Quality — Good vs. Poor ¢

P

/ Prevention Safeguard Mitigatioq\®ﬂ%guard \
o)

o) i

2

0

Hazard

0 Acceptable Risk
0O

Adequate SG

\_
s )
0 5 \
0
Hazard =—p- ~
0 O Inadequate SG

Reality
Unacceptable Risk

\ Checkbox Safeguard Checkbox Rec.




Operation Stage o4
o)
A

Z,
Prevention Safeguard M|t|gat|on ééguard

0
O Q/ Q =P CoNsequences

0

Bypassed Ineffectl ; Disabled

('1/
‘],Q

Knowingly or Unknowingly the plant is operated with UNACCEPTABLE risk

Hazard
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Management System Weakness - Example e

Management System Lo | [eez | [ poa |
e (o e
Technical / PSM Maintenance Operation Lvor | [ voz | [ ves |
—  PHA/LOPA — Safety Critical List # SOP/EOP/ESD
Incident | . : *  Program Audit
| Investigation ITPM Procedure™ |- Training / Drills + Key Performance Indicator
MOC Traih B Shift Log
Fainihg PSNM
ITPM - Record

— PSNM - Safety Bypass
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Bhopal Incident (1984) — What is Differeat Now?

i

0 0
Runaway 0
RX — f—
0

%_8@08'@%7

= Several precursors, neglected Truth

= |eaders, managers, employees, None of these 10 Safeguards Failed
union, public, media were aware _ _
about tﬁis risk Anything different now?

Similar gaps causing an incident
12




Next Step

Proactive
&
Reactive




Hierarchy of Process Risk Management (CCPS)

Safety in Design

Most
Effective

Least
Effective




Industry Practices vs Industry BestPractices

@‘
Hazard Acceptable
Risk

\
Engineering Control onIy cﬁ; Safeguards )
(

\
Hazard ce—p Acceptable
Risk

\ISD Substitution I(ﬁrbpllflcatlon/Moderatlon Less Safeguards )

q

[ Hazard=—=p|SD Application — Elimination —»

Risk
Eliminated
Hazard removed from the source — No Safeguards
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Integrity & Availability — Best Practices

Technical / PSM

—{ Actions
—} Training

—{ KPI

—‘ MOC

PHA/LOPA
C&E Chart
List of SCE
: ! |
L - Emergency
Maintenance Operation Response
— ITPM Rrogcedure — SOP/EOP/ESD ITPM
~ ™ Training —— Training / Drills - Pre Plans
— ITPM - Record — Safety Bypass B Drills
PSNM — PSNM — PSNM

Audit

KPI
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Actions Management — Gaps & Best Practices

|
Y ‘ UCIosing
| UTracking

YA :
14 ‘ Interim
| H Due Date

| U Assighee

AU -

| | Priority

UActions KPIS
Audit
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Learning from Incidents

» Defined / reported / KPIs
» Walk the talk, meeting

» Potential consequences
» Real root causes

* Rec. address the root
causes

* Action priority, review
and verification

* One pager
« Company wide

» Not defined / reported

» Actual consequences
* Not to the root cause

» Generic, easy to fix

* Not trackable

* Local fix

18




What Matters....... Learning & Tag\e%way

. &
Quality \@
Consistency QOQ
User friendly Q/

Simplicity %

Fit for purpose

KPIs Audit N\

Corporate Design Operation




Summary

FACT All incidents are preventable, but incidents keep repeating with severe consequences

We know that whatever may be the causes, if hazard is identified and multiple safety systems work
as designed, then the catastrophe could be avoidedraltogether, or be much less severe
consequences

Root causes of process incidents are deep rogted“in the company’s operating management systems,
corporate process safety culture and competency of the employees — deep dive is MUST.

Irrespective of the process hazards, the owner/operator is responsible for ensuring that safety critical
equipment and systems are designed and maintained to prevent any accident — PSM covered or Not

Process safety competency is more important for leaders than the employees.
Inherently safer techniqueg-are applicable for the facility lifecycle.

Check Box Must Go Away

20




Conclusion

Process Safety

Competency

Process Safety

Culture
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dhank You

/\. .-/\ Rajender Dahiya, CSP, PPSE-MIChemE

Senior Technical Services Manager — Loss Control
@ @ AIG, Houston, Texas USA

—~ Cell: +1 832 627 9918
Rajender.Dahiya@aig.com

The information, suggestions and recommendations contained herein are for general informational purposesenly. This information has been compiled from sources believed to be reliable. Risk Consulting Services do not address every possible loss potential, law, rule,
regulation, practice or procedure. No warranty, guarantee, or representation, either expressed or implied, is made as to the correctness or sufficiency of any such service. Reliance upon, or compliance with, any recommendation in no way guarantees any result, including
without limitation the fulfillment of your obligations under your insurance policy or as may otherwise be required by any laws, rules or regulations. No responsibility is assumed for the discovery and/or elimination of any hazards that could

cause accidents, injury or damage. The information contained herein should not be construed as financial, accounting, tax or legal advice and does not create an attorney-client relationship.

American International Group, Inc. (AlG) is a leading global insurance organization. AIG ember companies provide a wide range of property casualty insurance, life insurance, retirement solutions and other financial services to customers in
approximately 70 countries and jurisdictions. These diverse offerings include products and services that help businesses and individuals protect their assets, manage risks and provide for retirement security. AIG common stock is listed on the New York
Stock Exchange.

Additional information about AIG can be found at www.aig.com | YouTube: wwwiyoutube.com/aig | Twitter: @AIGinsurance www.twitter.com/AlGinsurance | LinkedIn: www.linkedin.com/company/aig. These references with additional information about
AIG have been provided as a convenience, and the information contained on suchfwebsites is not incorporated by reference herein.

AIG is the marketing name for the worldwide property-casualty, life and retirement and general insurance operations of American International Group, Inc. For additional information, please visit our website at www.aig.com. All products and services
are written or provided by subsidiaries or affiliates of American International Group, Inc. Products or services may not be available in all countries and jurisdictions, and coverage is subject to underwriting requirements and actual policy language. Non-
insurance products and services may be provided by independent third parties. Certain property-casualty coverages may be provided by a surplus lines insurer. Surplus lines insurers do not generally participate in state guaranty funds, and insureds are
therefore not protected by such funds.

Copyright © 2023 American International Group, Inc. All rights reserved
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Literature Review

The inspiration for this work was drawn from:

“Ali, M., Cali, X., Khan, F. |., Pistikopoulos, E. N., & Tian, Y.
(2023). Dynamic risk-based process design and
operational optimization via multi-parametric

programming. Digital Chemical Engineering, 7, 100096”

The proposed framework by the authors in this-waerk
includes:

= High-fidelity modelling of process and:safety system
» Dynamic risk modelling as functions.of process variables

» Design-dependent risk-aware control policies via multi-
parametric policies

Close-the-Loop via (Mixed-Integer)

Dynamic Optimization

“High Fidelity” Dynamic Modeling
featuring the Design Variables

Output

:

Model Reduction

|

Approximate Model
(incl. design variables)

!

Risk Definition: RI = P(x) * S(x)

.

Multi-Parametric Programming

Multi-parametric
Moving Horizon Estimation

y

Input

Design dependent, Risk-aware
multiparametric control policies

le——————

Output Set-Point




Research Objectives

The primary objective of this project is to design a controller that prieritizes the probabilistic nature of
risk, employing Bayesian inference methods for continuous. risk updates within a rolling time
horizon, all while operating within a chance-constrained programming framework.




PAROC Framework

Input

Safety Monitoring System

A 4

Process

v

Output

‘High Fidelity" Dynamic MOdF

~

System
Identification

Multi-parametric Programming

Multiparametric ng horizon policies

UO[3BLUIIST UOZ)IOH
Buiaola) ol weled-3 N1y

Output Set-point

>




Formulation

minj = xfPry + > G = Y QROi—YE) + ) (uy LB RicCup—uf!) + £ ()
k=1 k=1

L J
|
Control losseg Safety losses

s.t. X1 = Axy + Bujpe Cldy; De]
Linear process model
Yk = ka + Euk
Pr(a™ > T) < By Violation-allowance constraint (risk)

XSX SX;YSYSY;usuy=u;De=<De=<De  process bounds

Bre+1 = L0y, Xpe—1, Xp—3, -, X0) * P Bayesian update step

Where T is the maximum limit for violation of the constraint, L is the likelihood function for Bayesian update




Chance-constrained Programming

=  Probability constraints in the optimization framework are converted-to their deterministic approximates via
chance-constrained programming.
=  Only Gaussian probability distributions are consideredin the current scope of applications.

= Deterministically approximated via reliability index methodology.

Probabilistic constraint Deterministic approximate

Pr(a’x, = T) < B i> a’xy =T +2z.0

Where,
« zis the reliability index caleulated from the inverse cumulative distribution (z = ¢~1(5))
» o is the standard deviation associated with the probability distribution observed in the

uncertainties.




<

Case-study: Tank level control O
Objective: \ bin
Control the level of the tank while adapting to changing Ievejo
of uncertainty in real-time Q/ h
<
X |
\b Q_out

) State Space Model

dh Qin - Qou
i rb®
v

State Variables Level in the tank (h)

Qout =k*h (LQ>

Input Variable Q_in

Disturbance Uncertainty (w)

Design Cross-sectional area (A)




Case-study: Formulation

0H-1 OH-1
minJ = Z (x) — Xsp)*+INLF (x3,) min ] = Z (X — xsp)*+INLF (x;,)
k=1 k=1
kT, T, T, kT, T, T,
My = 1= — e + (Z) Qin_k + (Z) Wi E herr =1 —— e + (Z) Qin_k + (Z) Wi
P(xp = Xmax) <€ = P((Xk—Xmax) = 0) < €¢ Xg 2 Xmax + (p_l(Et).O'
0 < xr < Xmax 0 < x)x < Xmax

Updating probability tolerance on rolling horizon basis:
P((xk_xmax) = O)posterior = L(xerk—lrxk—2: ---:xo)- P((xk_xmax) = O)prior

€¢r1= LX) Xk—1, Xk—2, -, X0). €




Results & Conclusions

= Levelin the tank is being
maintained with R-MPC by

adjusting the input flowrate

10




Results & Conclusions

Permissive Constraint Approach:
The increasing epsilon trend reflects a
deliberate move towards a more
permissive constraint strategy,
prioritizing system performance over
strict constraint adherence.

Enhanced Adaptability:

The control system's increasing epsilon
allows it to adapt more effectively to
changing conditions, disturbances, and
setpoint variations while managing the
risk of occasional constraint violations.

11







Additional slides: Multi-Parametric programming

z(0) = min,, f(x,0)

(x1(@))if-6 € CR1

s.t. x,0)<0
9.9 x#(0),if 6 € CR2

h(x,0) =0 x*(6) =3

x"(0),if 6 € CRv

13




Sponsored by QrQImMCcoO M

Hydrogen Production and Storage Installl_a!tlon‘_f

i :
26th Process Safety Interndtlonul Symposmm

¥ l‘

7

|2



Speaker profile

 Mohd Fadly Adnan~Process Safety Staff Engineer/
Manager at PETRONAS Group Technical Solution with
15 years experience in Qil and Gas sector.

* Providing_Qrocess safety consultancy to PETRONAS
Project and Operating Unit (OPU)/Asset.

* Expérienced in LNG sector as Operation Lead
Engineer (Process/Utility) and Technical Authority for
Process Safety at Group Technical Solution (GTS)
under Technical Delivery Excellence (TDEX).




Background

» Touted as Fuel of the future — Emerging grteen Hydrogen production
facilities

* Inherent hazard needs to be recognized, assess, and mitigated

« PETRONAS H, project - safety*analysis and hazard identification in a
typical Proton Exchange Membrane (PEM) Hydrogen production/storage
through qualitative (HAZID, HAZOP) and quantitative assessment
(Dispersion Modelling) \which influenced some of the design criteria
consideration.




Recognizing inherent hazard of H,

Flammability Behaviour
Flammable range between 4% to Small size of molecules — can easily
75% by volume in air 2\ leak, permeate through metal '
Minimum ignition energy (MIE)~o0f § Fire almost invisible during daylight, :
0.02 mJ, which is among the.lowest Lo can burn undetected |

compared to typical hydrocarbons.

Wide detonation range.(20-65 vol%). | Buoyant nature — potential trapped

High laminar burning' velocity — ! at high point enclosure area
deflagration, explosion Lo




Application

b o o o e i e o e i  — — — — —— — — —————————f

Section

Purification

Electrolyzer

J03esedas ¢Q

Recognizing component in typical H2 electrolyzer

( Deionized H20 tank )




Recognizing threats - Qualitative

E 5 HZIQ{Zéi'ossover mixing E
E 2 I N, G ,02 ;I:gpeéilrgﬁerature trip | i
i ' Membrané damage » Low flow | i
E T | -LHigh temperature ﬁ]r%tﬁggl?n/pump trip E
i( Deionized H20tank> = * Loss of feedwater | .:  O2 analyzer in H2 E
i § — Pump failure i+ stream — Limiting i
i @ | . Loss of chilled concentration i
) T | waer -H2nO2analeer |




Recognizing threats - Qualitative

i - \G\afe ventlng i
i : « Separation of vent i
i ,' Proximity of H2 and 02 | point outlet for H, and|
i i venting_lecation | 0, system !
i N » Ignition source — - Lightning Protection i[!
i Jightning strike, static 1} system within vicinity |
i(DeionizedHZOtank) | | E H ° Grounding’ bonding, E i
i ) | i vent design !
| @ W i . specification !
i H, Generation E------------------------_;--l-------------: :L ---------- ____________________________.: i




Recognizing threats - Qualitative

Failure of eqmpment@grlty

____________________________________________________________________________________________________________________________

» Overpressure  ‘High pressure alarm and trip
- Blocked outlet of compressor, H2 ¢ protection
generator ' * Pressure Safety Valve (PSV)
» Over temperature » High temperature trip protection

* Failure of heating element in De-
Oxo and Dryer

_____________________________________________________________________________________________________________________________




Recognizing threats - Quantitative

Fire and explosion impact Key J@@rmation output

* H, release — ventilation, early «Jet flame length, thermal radiation
. detection of gas/flame -~ and fire duration

* Jet Fire threat — Isolate and  Unignited release radius

. depressurize N

: |+ Explosion radius and side-on peak
.« Sensitive receptor — Endurance .| overpressure
. time, fire/blast wall !




Recognizing threats — Case Study

 Highest pressure

component — compressor

(900 barg)

* Representative hole size
(1% of flow area — 17 ID)*

* Inventory — 5 kg

_______________________________________________

*NFPA 2, 2020

Electrolyzer

Storage O

Utilities [ |

BOP

Compressor 1
Accumulator[ ]

Residential

Site Layout Representation (not to be scaled)




Recognizing threats — Case Study

* Results:
 Dispersion to LFL — 1.5 meter

« Jet Fire radiation ellipse — 1.2
meter

 Jet Flame length — 1 meter

* Full rupture fire duration is
only <1 second even though
the impact radius is large

Dispersion

Jet Fire




Post Hazard recognition — “Design-lt-Right”

v'W ' -
| l N | N |
1
4 N[ High Y4 \szgas\/ Y4 V4 )
rsolz?t;gg Austenite HAC and Ex detector Emeraenc Emergency
o1, top Stability rated (HC) inside . gency Response
equipment . . . Fire rated shutdown &
clearance material (SS equipment container wall Debressuriz Plan and
trenchin ’ 316L) Grounding/ and main H2 pation Incident
re uiremegnt ASME 13.12 Bonding equipment Action Plan
9 ASTM A 276 outdoor
. VAN AN VAN VAN VAN VAN J

Open
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Speaker profile Q)&Q’

» Gregory K. McMillan is a retired Senior F from Solutia

» Control Magazine “Engineer of the Ye@)@award in 1994

« Control Magazine “Automation Ha&‘f Fame” inductee in 2001
 InTech Magazine “Most Ir:g\(;gﬁl Innovators™ award in 2003

* International Society of A ation “Life Achievement” award in 2011

 Author of more than ngaoks and 400 articles
. https://bloq.isa.orq/a%or/qreq-mcmillan

 https://www.controlglobal.com/blogs/controltalkblog




Control Strategies to Improve Reactor Performance

About 20 free copies will be available
to give out to presentation attendees




process recirculation

The reactant feeds are from raw material
storage for a reactor without recycle or
from a separator downstream when excess
reactants are recovered and re¢ycled: If

these reactant feeds are recycle streams, > (e )
the corresponding separatorvolume level

must be controlled by manipulating makeup

reactant feed to the separator volume.

jacket recirculation

i

1

1

~ 1

= 1

] 1

a 1

= 1

E 1

==}

m \--

D
mm————
EEI E
Z

A\ 4

For a liquid reactor, level control sets reaction time via residence time, temperature
control sets reaction rate via energy, and composition control enforces the stoichiometric ratio.




For a liquid reactor, the production rate can be maximized by a VPC (ZC1-4) that
increases reactant feed till the jacket temperature valve reaches maximum position.




from reactant in discharge back to
reactor as a recovered reactant feed
iS necessary to prevent a snow
balling effect and divergence

of reactant concentration. In

this scheme the flow controller

is on the reactor discharge; The
recycled reactant feeds are
manipulated to control the level

in the corresponding separator.
The makeup reactants flows must
be ratio controlled to maintain the
reaction stoichiometry.

A flow controller in the recycle path 1 l l ' o

jacket recirculation

For a liquid reactor with recycle of recovered reactants set by downstream separator
level controllers, the makeup reactant flows must be ratioed to maintain stoichiometry.




For a liquid reactor with recycle of recovered reactants set by downstream separator
level controllers, the production rate can be maximized by VPC setting discharge flow.




lation
LA
! 1

process recirculati

reactant B
BFW ®

For a high temperature liquid reactor, coolant is replaced with the boiling of water to provide a
constant temperature heat sink that helps stabilize highly exothermic reactions.




(FC
\J-1/
FT
11

reactant A

A
-
1
low signal
selector

ZC1-4 & ZC-9 are enhanced PID VPC

For a high temperature liquid reactor, the production rate can be maximized by
a VPC that increases reactant feed till the BFW or steam valve reach maximum position.




- B,
_____________________________________ - (-7 ST e,
() e,

1

i

E Fast reaction, short residence time,

! and high heat release prevents inverse

! response in manipulation of reactant averagebed
: feed rate for temperature control. temperatures
]
]
1
1
1
1
]
1
1
1
1

L
BFW steam 1-3a HETT
> ! high signal
selector

— A\ ANAANN—
T\ __ BNA
' cas /FC ) N N AAAAAAN—E . 2/
________________ - i |
[ ratio 1 ‘i' 1 ! !
: E cale H H T\ _____ J :
Lo l-»( 17 e ! ' BFW steam 1-3c :
. ] — AANANNAAN———— .
H gasreactantA ( FT - X
i ! 1-1 > Fluidized Bed i
' ' Catalytic Reactor !
1 I I
b cas (FC) , l
Vo TTTTTmTmTTT w I 4 Temperature controller inherently |
| ' maximizes reactant feed rate to |
i i \ amount permitted by the number |
i gasreactant B ( ET > y - of BFW coils in service. :
1 I
1 1-2 1
1 1

An enhanced PID using an at-line analyzer or inferential measurement for
concentration control sets the gas reactant flow ratio, a pressure controller sets reaction
time, and a temperature control system maximizes reaction rate by setting gas feed rate.




i
i
;T L
, gasreactant A m L'% m
1-1 145
residence U v

_________ e, (PO cas (FON CAS

~i

1

i
return__ |

5.G

For a liquid and gas reactants, and a liquid product, pressure control maintains
continuous composition completion control and level control maintains the liquid inventory.
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1 ! !
! I i
| | 1
| I 1
' - L % :
| | liquid reactantAﬂ:“ - !
X 11 1
i residence U !
|

]

I

1 |
|
' fime cale """ ! 3 D @ _______________ (Tc
! ry CAS \J3/
i v pijocess recirculation
(FT
12/

__________ 1
! CAS

g Al oo

% return

For a liquid and gas reactants, and a gas product, level control maintains
continuous composition completion control and pressure control maintains the gas inventory.
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G
O ®
35

, 1-8
I " ? ' CAS !
! v v
Locccceem ' \ ! v \ocess recirculation :
; ' T (1¢)) !
- I I -
reactans (FT) " N\ (e NEVAREE
1
1
> 1
1
1
1

For a liquid product and a gas coproduct with
condensable recycle and coproduct, pressure

controller manipulates vapor product flow. @

jacket recirculation

For a liquid product and a gas co-product with condensable recycle
and co-product, a reactor pressure controller manipulates vapor product flow.




For a liquid product and a gas co-product, the production rate can be maximized by a VPC that increases
reactant feed till the coolant valves and gas product valve reach maximum position
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coin !
1
production rate ror y ion ti :
average fermentation time !
enhanced PID /NN NN\ enhanced PID : slurry solids
setpoint i SR
_[:I_ m -—- + NIR.T m . enhanced PID
v N4/ ’ \J-2/ feedforward /DS RCAS
be== | === =——— | mmm e m = Rl etk R I il i o S kil >\, - ==
' \2-4/"
: v fermentable starch : :
! @ correction i 1
_________________ [P R S . h
1
1

1 - 5 -/_ A\
i | _
e e e e e e e e e e - -
I DT \_____.
backset recycle m 2-4 / Coriolis
U meter

lag and delay

Ethanol plant yield can be increased by the use of an at-line corn analyzer
and enhanced PID to optimize corn feed rate, slurry solids concentration, and batch time.




inoculums 5 5

wireless

MFC - Mass Flow Controller
VSD - Variable Speed Drive m TT LT mass 1 OUR
NGIARNGY (id | NG
.............. |
" ! .——-

sodium . : '. glutamine

carbonate : >

:

)

N\

1

1

1

1

1

1

1

1

1

1

1

i

1

AC1-1and AC1-2 m — — lucose '

are enhanced PID 4 [ g !

wireless !

1

splitter _—— m _________ AT AT H

\ 11/ 1-1 1-4s1 !

: pH glucose i

! 1

| (acN, AT AT =

: 2/ 1-2 1-4s2 i

1

fmmmm e P Y DO glutamine ,
I 1

1 1 i

1

E 1 splitter 9 - @ Bloreactor :
1

: ' ' . Kspargers .

! ! T ! Ivsed  viable product !

! ! f cells cells :

' L !

1 CO, MFC J - |

; : : :

1 1

i ' o MFC > '

! ] product 1

. air MFC > . :

! AR\ !

Mammalian bioreactors have all of the process control of bacterial reactors,
but with more complex DO and pH loops with decoupling and smarter split ranged control.




Online and at-line analyzers enable substrate concentration control with glutamine feed ratioed to glucose.
An OUR feedforward anticipates changes in glucose utilization rate.
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Growth rate and product formation rate from the rate of change of actual or inferential measurements
can provide fed-batch profile control by the manipulation of glucose and glutamine.

18




Coriolis Meters and Completion Control

For well mixed reactors the largest sources of improper reactant.coficentration leading to excess reactant are
errors in reactant flow measurement and changes in reactant e@mposition. Note that a deficiency in one
reactant concentration creates an excess of another reactant. Coriolis meters can be used to provide the greatest
mass flow measurement precision and rangeability with defisity correction for any changes in reactant feed
concentration. Consequently, Coriolis meters on reactdut feeds eliminate most of the sources of reactant
unbalances if the mass flow ratios are correct and“goefdinate to maintain reaction stoichiometry

If density of the excess reactant is significantly different than the density of the other components in the
reactor, a Coriolis meter in the recirculatignflsae can provide an inline inferential measurement of the excess
reactant concentration. Inline compositigg\measurements by means of sensors in a vessel or pipeline provide a
measurement in a few seconds whergeas at-line analyzers with sample systems can have 30 or more minutes of
dead time due to sample and analyZgr-€ycle times. An enhanced PID is essential to deal with these cycle times.

Completion control seeks to pfavede for both batch and continuous reactors a complete conversion of all the
reactants and consequently no e£cess accumulation of a reactant in a particular phase. If the reactants are in
different phases and the product is a single phase, inventory control can be used for reaction completion
control. The product must be a gas, liquid, or solids with no recycle or co-products in the other phases.

19




Key PID Features for Valve Position Control

Feature

Function

Advantage 1

Advantage 2

Up Down SP Velocity Limits
(Directional Move Suppression)

Limit VPC Action Speed
Based on Direction

Prevent Running Out of
Valve

Minimize Disruption
to Process

External Reset Feedback
(Dynamic Reset Limit)

Limit VPC Action_Speed
to Process ReSponse

Direction Velocity Limits

Prevent Burst of
Oscillations

Adaptive Tuning

Automatically Identify

Eliminate Manual Tuning

Compensation of

and Sehedule Tuning Nonlinearity
Feedforward Preemptively Set VPC Prevent Running Out of Minimize Disruption
Qut for Upset Valve

Enhanced PID
(PIDPlus)

Suspend Integral Action
until PV Update

Eliminate Limit Cycles
from Stiction & Backlash

Minimize Oscillations
from Interaction & Delay

For much more on how valve position control (VPC) is used for optimization of unit operations

checkout the Control magazine article “Don’t Over Look PID in APC”

https://www.controlglobal.com/control/distributed-control/article/11380959/control-valves-dont-over-look-pid-in-apc
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Speaker profile

* Dave Drerup
» Operational Sustainability; HL.C

* 29 Years in the Industty
CEO

* Field of Expertise.:Process Safety,
Mechanical Integrity, EH&S, Operational
Excellence, IT-Consulting

* Industry Involvement/Recognition: APl Code
Committees, AFPM, CCPS, Contribute to
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Process Safety Metrics

* Reporting and management systém standards and
guidelines

* Good news ... They exist
 Bad news ... There arelots of them

 Can be subjective and-open for local or
organizational interpretation

« Benchmarking-efforts is challenging
« AFPM, Phillip Townsend & Assoc., APl 754...

* Leading indicators are more difficult



API-754

« Example: APl RP-754 — Process safety indicators for the refining and
petrochemical industries

 Helps assure accurate assessment offincidents for individual sites

* Drives consistency allowing Tier ¥& 2 comparison across an
enterprise and with peers

* Leaves leading indicators lessydefined



Why ESG Matters in Process Safety

Societal Expectations on performance tied to-privilege to operate
Risk-Based Process Safety Brings in Condu¢t of Operations
AP1 754 Tier 4 - "G" is in the managemént system performance

Tier 4 also requires “Operational Discipline”
Develop useful metrics for Tier 4.amnd enact "Orchestration”

CCPS
Vision 20/20

)



Metric Maturity / Opportunity

 Advancing to predictive / sustainable leve)s‘of performance maturity
depends upon leading indicators



Challenges

What is Process Safety Health?
A holistic, continuous monitoring methodology,cevering all process safety

functional reporting areas to provide a clear pictdre of an organization’s overall
health.

* No IT strategy for process safety

 "Application / Data Silos” — can't
aggregate, identify, and managef(total risk

« Many data sets generating many reports

* Solutions need to incorporate asset-based
intelligence, not just progess workflows

 We aren’t Al-enabled

To meet the need, companies will need to undergo significant
re-architecting of their existing Process Safety IT portfolio.




Challenges: Application Prolig;eration

QO

Audit, Incident Investigation, Corrective & Basic ompliance starting point
Preventative Actions (CAPA) fo on safety with EHS vendors

@ PSM focus

Mechanical Integrity VC)Inspection and EAM software focus area

PSI, Relief Devices & Engineering content vendors

Procedural Automation Boutique vendors

PHA, MOC, PSSR, Organizational Change

LMS vendors

Training, LMS, Competency Manage{rg@

Work Permitting EHS vendors

—_—
—

LOPA, SIS, Alarm Management ch/ mmmml)  Safety lifecycle vendors
v —_—

OS PSM market research indicated that nearly two-thirds of respondents from companies
with more than 2500 employees were operating in basic, siloed IT systems to manage

process safety.




Which Elements Are Most Challenging Today?

* In your opinion, what elements of Process Safety are.the hardest to provide
adequate resources for, whether internal or exterqal?
(check all that apply)



PSM IT Portfolio

« What Process Safety processes currently use significant automation and/or
technology in your organization? (check all that.apply)

64 Respondents




Challenges: Survey — PSM IT Investment

» Thinking about your own facility or organization, dowyou anticipate an
increasing need for automation of these processés/within the next 3 years?

64 Respondents




Need a Digital “Strategy” for PSM
QC)

Strategy to Enable Holistic PSM / Dynamic\é& Management
o)
O
&
&

(b
(]/
q/Q



Process Safety Health



Path Forward: Define Metrics

* |dentify indicators tied to quantifying performance risks and risks to
achieving Strategic / ESG goals / targets

* Ensure the metrics drive and support the desited actions and culture

« Establish sustainable methods to consistehtly providing auditable metrics



Create Indicators

Control Theme Indicator r@ Implementation
Number of overdue BMI inspections ‘\\J O
Number of watch list items ,\ O
. Number of alarm points built and monitored by the,P, Optimization Center
Maintenance and ,
| ti Number of operational rounds performed A
DEREE S Routine maintenance spend (fixed and variaQIe«)\\‘

Capital spend ‘\J

Failures detected by the POC and Wipg rounds
Reliability and Availability (GAD v

| ETETe [ g =101 o) M0 4 T3 (o =B Number of individuals train MOC process and categories
Process Number of changes

Number of issues r in leadership meetings
Leadership Behaviors Number of issu on in the leadership meetings
Number of Igadership communication on issues and strategy
vV .
Number, of 's'{)nal development plans developed by the staff in a specified LEGEND
peri e Leading

Indicator |:|
Lagging
Indicator |:|

Easy to

Implement O

Moderate to
Implement O

Difficult to
Implement O

ra\ @
Staff Competence and Numbkof positions with a defined minimum hiring or transfer qualification
Task Understanding

Number of tailgate discussions

Time since last review of succession planning at plant level w/ SUPT

Number of failures due to operator error

Procedures that have a defined review process

Operating, Start-up, and

Procedure review frequency

Shutdown Procedures

Number of inconsistent operations

OO0 000 O O |LOOI0GLOOOOO




Target Metrics



Shift from “Safety” to “Risk Management”



Path Forward: Operational Risk
Path Forward: Enterprise Risk

« Manage all risks in a single environment with commaon risk categorization,
including risks to achieving committed ESG targets.



Artificial Intelligence

* Where are We Today?
 Are We Al Enabled?
Do we have Data Scientists?

» What Problems are Warth Solving?
« What are Some Pragtical Examples?

* How good is yoUr data?
* Do you have’enough data?

» What are Limitations / Challenges
» Be Careful of Data Virtualization
e Create a “"Console”

19



Conclusion
* How easy is it for you to roll-up all elements of your
PSM program digitally?
* Do you have a single source of truth or do you have
architectural limitations?

* Do you need to aggregate.and are you able to leverage
data virtualization?

* Do you have a clearly-defined sets of metrics?

Do you have a sense of how to detect potential
deviations thatymay lead to incidents?

« What is your risk tolerance and are you operating
withing that constraint?

« What's your strategy for Process Safety Digitalization?

20
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Speaker profile

« Jamison Chang, Risk Lead with Oxy

* 10 years' experience in process risk management in Upstream
and CCUS segment

« B.S. in Chemical Engineering at Texas A&M University




Outline

 Spill Reduction Initiatives
* Process Safety Indicators

* Natural Language Processing
* Results




Spill Reduction Initiatives

* Why
» Protect People and the Environment
* Maintain production

* How
* |[dentify bad actors, root'‘causes

 Predictive and proactive replacements




Process Safety Indicators

* AP| 754
 Spills may be Tier 1 or Tier 2 events
* Learn from events to mitigate higher-level consequences

« Corrective actions to imprieve performance




Challenges

* Limited time and resources

* Focus on higher-level consequences-e.g. Tier 1 PSESs)
« Data quality

 Limited time for detailed repeorting of spills

* Free-text inputs

 Lagging indicators




Natural Language Processing

 In computer science, NLP is the task-of designing a system to
take human text as input and “understand” some feature from it

 Entity extraction: From a text, identify the span related to a
particular entity (e.g. leaks, dates, people, organization, etc)

« Two main approaches: Rule-based and machine learning

* Rule-based: from a given'set of rules to identify a leak we let the
system find the span)of the text where it matches any of the rules given

« Machine learning:jrules are learned from the data
* There are pros and cons to both approaches




MI KPI Classification

» Goal: Identify leaks that can help focus mechanical integrity
programs

« Challenges
« Manual review of data
» Look for keywords in different columns

« Opportunity to speed up-data review and have timely results
* Live data -> more accurate snapshot of Ml performance




Leak Classification — Ml KPd@

s\Q)
Leak Repor”
T ERUIES Q Rule Matching

‘lx
Review Leak
Output Classification




Results — M| KPI| Classification

* Rule Based Approach
* Model had 90+% accuracy

« Compared results with last 3 years of data
 Benefits

« Save man-hours

* Focus time on analysis

« Expand ability to trend data, especially historical data

10




Cause of Leak — Rule Basgdgfﬂ\pproach
Pre-Processing G\Q}ost-Processing

o)

O

&

N4

*Not actual
data, for visual
representation

onl
y 11




Cause of Leak Prediction — Machine Learning

» Problem: original leak report may not always.-have “cause of leak”
identified

» User may not know the cause or did notinclude
» Solution: Prediction based on otherdata in the report
* Provide sample set

« Either fully trained model or afew Shot pre-trained model
« Evaluate if model can determine a pattern

* Goals

* More accurate analysis of trends by “filling in blanks”
« Ability to validate previous user inputs

12




Natural Language Processirlg\&

[/

Training Example — cause

of leak defined

e Description of event
e Equipment type
e Service type

o

e Transformer model
e Encoder-decoder

e Type of neural
network

e Architecture behind
ChatGPT

/

13




Natural Language Processing@@

Description of Prediction

event

e Cause of leak

e Confidence
of prediction

e No cause of
leak
identified

14




A Simple Machine Learning:Approach

* Inputs would be leak report data (or any text)

« Assumption: Similar text inform cemmon causes.
« For a given corpus of text, if we’ve/seen a similar text before, we may
tag similarly.

« Goal: Given a new set of.leak report data, without the cause of
leak defined, find most®similar® set of data with semantically
similar information to assign a cause of leak

15




Machine Learning Approach

A

3

3" steel circulating line
Cause of leak =
external corrosion

Score =0.7256

Score = 0.3848

Score = 0.4598

3" steel pipe
Cause of leak = fatigue / vibration

Trunk Line Leak, Transite 6" pipe
Cause of leak = erosion

16




Results - Cause of leak prediction

* Model with 54% accuracy out of 837<raining cases
e Bias towards most common causes

» Advantage: using purely semantically similar sentences to
assign the most probablejcause

* Next steps: Model can be refined by using additional
information from leak report to enrich the sentence we are
encoding

17




Example Results

Cause Long_Text Best_Guess Score |Correct

SEAL/PACKING PACKING ON STUFFING BOX, [SEAL/PACKING 0.88 [TRUE
BACKHOE/VAC TRUGCK:-

INTERNAL CORROSION 2” Steel nipple FATIGUE/VIBRATION [0.49 |FALSE

18




Final Thoughts on Machine Learning Models

* These days, people use either public:OpenAl models or models
hosted on Azure or AWS; however,,we should never disregard
data privacy as a major security.concern

* We used completely open-source locally hosted models to
ensure data privacy; particutarly when top state of the art
models are not worth using when information is low to begin
with

« Smaller models can’perform just as well, and have full control of
where data resides

19




Opportunities

* Focus on larger data set (e.g. Tier 2events)

« More representative data to analyze
« Communicate lessons learned-more widely
* Quicker, more up-to-date/analysis

 Improve data quality for-human review (e.g. RCFA)

20




Future applications

 PSE classification —tier1/2/3/4
* Tie with spill volumes data

21
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Fire Behaviour of Liquid Solvents by Cone Calorimeter
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Introduction: Electrification in Chemical Industry

The energy transition is promoting the integration of storage systems in
large-scale traditional processes, making-the development of energy storage
technologies essential.

Valera-Medina et al. (2018) 10.1016/j.pecs.2018.07.001 0360-1285 3




Introduction: New Challenges in kire Safety

Several energy storage technologies using»hon-aqueous solvents have
been recently developed, introducing new- ¢hallenges in industrial safety.

Among possible scenarios, runaway and pool fire are of concern.

Different parameters have a significant impact on fire-related phenomena
and thus macroscopic properties.

o |

Standardized procedures to determine the safety parameters are essential

Valera-Medina et al. (2018) 10.1016/j.pecs.2018.07.001 0360-1285 4




Introduction: New Challenges in @Iii?g Safety

« The need for sustainable technologies

introduced alternative solvents, requiring©

the characterization of physu: che%:
behaviour under fire conditions.

 The experimental approa OshaII be
preferred to characteri innovative

solutions Qq(’b

« The experimental systems shall be
selected to allow a robust validation of
numerical models

CJE Block-1I

D

Scale-up

CFD simulation

& optimization

Ouyang et al. (2022) 10.1016/j.cep.2022.109164 5




Introduction: New Challenges in kire Safety

The overall reactivity and the compositionsof exhaust gases shall be
considered as the main targets for an experimental campaign.

e e e T T T e e e e e e e e e T e e e e o e ————

1
Spherical Vessel Heat Flux Burner Gounter Flow Flame | Cone Calorimeter
Burner Plate i == __:—____l Exhaust
i ———— —+— "~ hood
E —_— _E_______—_]
- :' Cone heater
! o — Spark igniter

" -"ﬂz,.

-L_# —— Specimen

Load cell

—————————— e e e T, ———————

Standardlzed for solids:

e i e i Y o i i e -———___________————__—————-__———‘~_———-—___

Konnov et al. (2018) 10.1016/j.pecs.2018.05.003; Babrauskas (2002) 10.1016/B978-0-12-824045-8.00002-2 6




Introduction: New Challenges in kire Safety

The data potentially obtained from experimental campaigns can be
compared with numerical estimations deriving from computational fluid

dynamics having different chemical submoedels.

Simple chemistry
appreach

systems Kinetic shechanism

Modelling reactive
implementation J




Introduction: New Challenges in Fire Safety

The use of a detailed kinetic mechanismgailows for the identification of
possible products, the quantification of (the reactivity, and the exhaust
composition in a wide range of temperature, pressure, and composition.

o]
O
Overall reactivity

6
Ny )OLo/\/' o )0,\ Initial composition

Dong et al. (2023) 10.1021/acs.jpca.2c07545 8




Introduction: New Challenges in kire Safety

) ) Iterative procedure
Literature Review
* Thermodynamic libraries
* Reaction libraries

& Model Gengration Model Improvement

e Core madel geheration | ¢ Sensitivity analysis
> e Estimatienof missing e ROP analysis

data e Quantum mechanical MOdel Va|idati0n @
\0 Madel enlargement calculations J * Ignition delay time

* Laminar burning velocity
v * Burning rate

Pio et al. (2022) 10.1016/j.combustflame.2022.112080 9




Methodology: Cone calorimeter

Electric ignition

source

Measuring secti

He-Ne Laser

on

:

.

_—>

Hood

/ Cone heater \

._.l__

Hi

Sample holder | CO/CO,

Balvance

Exhaust gdses

Filtering and
condensing system

Sample pump

Analyzer

O,
Analyzer

Direct output

* Heat flux [kW/m?]

* Ignition time and extinction time [s]

« Specific extinction area [m?/kg]

* CO, yield [kg/kg]

» CO yield [kg/kg]

* Heat release rate [kW/m?]

« Smoke production rate [m?/s]

* Mass loss, Mass loss rate [g, g/s]

» Effective heat of combustion [MJ/kg]
« Total oxygen consumption [g]

10




Methodology: Tested Materials and’Conditions

Autoignition temperature (T,)

a Te T k. Pr
Component ¢ °C] °Cl  WImK)]  [g/md]
Acetonitrile 523.9 55 81.6 0.120 w7
Ethyl Acetate  426.7 -4.0 77.2 0.193 894
Lactic Acid > 400 110.0 216.0 0444 1200
Hexane 224.0 23.0 68.9 0.203 656

Sample'surface [m?]

Sample thickness [m]
Bistance from cone heater [m]
Heat flux [kW/m?]

Initial mass [kg]

Cone heater orientation

Flash point temperature (T¢)
Bubble point temperature (Tg)
Thermal conductivity (k)
Density of the liquid solvent (p,)

0.01
0.01
0.025
7-50
0.050 — 0.055
Horizontal

11




Methodology: Derived Parameteg\&

N\

Heat Release Rate = HRR s Loss Rate = MLR
Peak of Heat Release Rate = pHRR QOPeak in Mass Loss Rate = pMLR
Time of Peak in Heat Release Rate = tpHRRQ/ Overall Reaction Rate = ORR = — MR

Area-Density

'y . .
Poak of heat Q Peak in Overall Reaction Rate = pORR
release
£ / O (Bulk boiling., - Thin layer
S % .f F, == Thick layer
: 3 / — Very thick
; WA ﬁ Quasi- / layer
8 o steaqy \ J"‘r-—
< £ |burning .- .
? 5 T = Decay
T @ 3\
@ ; i 'Boiling |
OO U Y 2 _ i transition}
Time (s) g - Heating '-.
&Tl of igniti Time of z
Total heat release extinction

Dewaghe et al. (2011) 10.1533/9780857091390.3.718; DiDomizio et al. (2021) 10.1016/j.firesaf.2021.103449 12




Results: Base Case Scenario (25&W/m?)

O Hexane and ethyl acetate show a thin layer behavieurwith different heating time
O Acetronitrile has a thick behaviour and lactic agid\a very thick
0 Mass decay does not correspond to the peak of Heat Release Rate

1500 — — 0.7 —
----- Acetonitrile — — — Acetonitrile
—-—- Ethyl/acetate A —-—- Ethyl acetate

‘E 1250 Lagtic acid 0.6 ’ Lactic acid
§ ! - Hexaner(/3) ' A Hexane

. B .
=, . 205

1000 . e

o : E 04
[} : S
g 7504 : s : .

. © . -/\—\
2 R B 034 T A
2 b - - s \ "
o 500 I g 4 _;/\Tf\—,' \
o i S 0.2—.'1 _/n N
- Lo 1o N

. . :\ . (e . \ \
250 . 014l :
| . 11 . L
[ T ; Voo
0 i ; el r | SR ’ —— y . 0.0 . - : e = ,f.(:.-n-.;:,\u-lq—:—:—-—i
0 100 200 300 400 500 600 700 0 100 200 300 400 500 600

Time, t [s] Time, t [s] 13




Results: Observed Stages and Clzté’racterlstlc Time

/ Cone Heater \ / Cone Heater \ / C&%@eater \ / Cone Heater \
Evaporation rate = 102 m/s Mixing ra C) & Reaction rate = 10-' m/s

'\
C

Solvent
3 T e Ty ]

Solvent

14




Results: Heat Flux and Observation Time

According to the obtained characteristic~times and pORR, mixing is
identified as the rate-determining step

Component Heat flux pORR
Heat Flux [kW/m?] P [kW/m2] | (-10%) [m/s]
taniion =250| 7 | 15| 25 [ 35 |50 | ("}  |No flame i 0.98
Acetonitrile N Acetonitrile 25 1.82
Ethyl acetate O Ignitability 35 3.89
Lactic acid ,\%" 570 ‘1‘-22
Hexane O Flammability 15 176
Ethyl

Acetate 25 1.14

35 3.38

50 3.20




Results: The Effects of Heat Flux

O Increasing the heat flux, Acetonitrile shows.a decrease in tpHRR and pHRR
A Ethyl acetate at 7 kW/m? is affected by the given ignition (ignitability)

2000 L 2000 —
]| Acetonitrile Heat fluxes: ] Ethyl Acetate  |reafiues:
1800 —ee=s 7 KW — %7 - 7kW/mz
E 16004 - - - 15kw/mn £ - - = 15kW/m
= 2
= "y 25 KWrin® 7 I L S 25 kWi’
= - 5.85 kW/m? = ; oo 35 kWi’
£ 12004 50 kW/m’ z ¥ —— 50 kW/m
g 1 g s
5 1000 s i
] . = D
2 5004 n g L
9 " = Y
= | N 2 . |\'|
S 600+ NN\ = NN
g b ! ,k ‘\. :q:) - | \\-\
' . t ‘.
T 400 by ! Il N
200 - AN : b \\
| ] \ o \

0 ——et e e e e e L e e i B e s

Time, t [s] Time, t [s]
16




Results: The Effects of Heat Flux

O The heat flux provided affects the liquid behaviour (from thin to thick layer)
L Uncomplete conversion can be obseryed-for acetonitrile only

Time, t [s]

0.8 5 . . N
ACetonItr”e Heat fluxes: Ethyl ACetate Heat fluxes:
0.7 4 e 7kW/m2 peat 7kw/m2
- — - 15 kW/m’ - - — 15 kW/m®
Rk S A 25 kWi U R P 25 kW/m®
= — S35k W/m’ ~ 0 —-— 35kW/m’
> &——50 kW/m® E i 35 kvt
g : :
: = M
% 2 i
% '. p x
= S ) 3 ’/\\ | \
' h S \
- B N, i \
: . N
L nneiN e .
MA NI AN AW

0

1
100

L L L
200 300 400 500

Time, t [s]

T T T 1
600 700 800
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Conclusions & Future Developments

Experimental determination of the flame characteristics of liquid solvents

Assessment of the chemical and visible featufes’of a solvent-derived flames

Comparison of safety performances of different,solvents exposed to fire and under a wide range of
boundary conditions (e.g=-heat flux, distance, thickness)

Identification of the most critical €onditions and phenomena characterizing the analysed scenario

Realization of a robust and standardized procedure to characterize the sustainability of solvents

LR @ e @

18
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Process Safety Culture in Research Centers.
Road Map Toward Enhancement

Abstract %Q/

Hesham K. Al-Subait @\FOQ



Abstract Summary

Process Safety Culture in Research Centers. Road Map Toward Enhancement

Process Safety culture enhancement in a research center requires a systematic and comprehensive @proach to ensure that all aspects of the organization’s
operations are aligned with its safety goals. Here are some steps to enhance process safety :Qgr?re in a research center:

1. Assessment: Conduct a process safety culture assessment to identify strengths an Kknesses in the existing safety culture of the organization. The
assessment can be used to identify areas requiring improvement in communicatiob ining, and workforce involvement in safety issues.

2. Leadership commitment: The management of the research center shoul@g%nstrate their commitment to process safety culture improvement and
encourage employee participation in safety-related activities. %

3. Employee involvement: Encourage employees to be more involj@ he safety management process by including them in decision-making processes,

hazard identification, and risk assessments. §

4. Training and Development: Train employees in process y management principles and ensure that they understand the importance of safety in the
workplace. Refresher training can be conducted on a re asis to help maintain the culture of safety.

5. Two Way Communication: Ensure that employees receive clear and concise safety-related information. Consider ways to use posters, meetings, and
email communications to emphasize safety culture to employees.

6. Continuous improvement: Establish systems to track progress and identify opportunities for improvement in process safety culture. Regularly engage
stakeholders, review data, conduct audits, and conduct periodic assessments to identify areas that need attention.

Saudi Aramco: Company General Use



Why do we need PS Culture Enhancement?

&

1. A recent in-depth internal analysis-2019 / and 2020 SMS internal review has revealed
several PS improvement opportunities namely aro

* thelevel of engagement and comrz?geent of employees to HSE,
* the need to enhance PS core co encies,

* the need to focus on pro- acg@ k discovery and mitigation,

* the need to enhance the c t SMSs/OEs audit mechanism and

* increasing the owners@g/ all of our SMS.

AR5

2. Despite s lal improvement in PS overall performance
bet 2019 and 2020 led by STTF team , recent incidents and
misses have generated a sense of urgency to
&y increase risk management effectiveness across the Dept.
@] q{art of Major Safety Goals established in the Safety Annual Letter
‘}}/ 2021, Strengthen of Safety Culture as an overall has been targeted by

implementing a series of activities and communications across the
department to reinforce our unmistakable commitment to safety
and excellence.

4. This has resulted in deciding to form a Major Safety Enhancement Culture
Committee sponsored by Head of the Organization.

Saudi Aramco: Company General Use



Expected Outcome

Assessing the key PS risk from operating, maintaining and modifying existing Assets (Pilot Plants,
Labs, Facilities, etc.)

0@

Development of specific Mitigation Plans folIo@targeted in-depth risk assessments
Q)
i
Increase ownership on SMS Expectations w&b@s Element Champions and Process Owners
\ ! 4 . . OQ . . .
l@l Support the mplementat@\ f risk management in the field through an appropriate set of

%
%Q

% Support the delivery of enhanced competencies and functional SMS ownership and

:_:

<)

understanding, and skills on process safety throughout the department and leadership in
particular.

Saudi Aramco: Company General Use






Process Safety Management in the Semiconductor
Industry
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<&

e BS Chemical Engineering from the South Dakota School of @
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What is a semiconductor chip?

C)®

@
“Semiconductors are the brains of modern tronics, enabling
advances in medical devices and health gﬂ§§>mmumcatlons,
computing, defense, transportation. energy, and technologies of
the future such as artificial intelliga&quantum computing, and

advanced wireless networks.” \E
Q
q/



Semiconductor Chip Manufacturing in 8 Simple Steps

https://semiconductor.samsung.com/emea/news-events/tech-
blog/a-short-introduction-to-semiconductor-fabrication/

Build the silicon wafer
Imprinting the Integrated Circuit
The Etching Process

The Thin Film Process

The Metal Interconnect Process
The EDS Process

Packaging

Testing

PN AWM R



Incidents in the Semiconductor Industry

2011 Intel Chandler, Arizona (,®
* Leak of Nitrogen Trifluoride @Q
* 43 treatments and 12 hospitalizations @K

* Result of an O-ring failing in the gas exhaust s m
https://bit-tech.net/news/tech/cpus/intel-chemical-leak/1/ Q




Incidents in the Semiconductor Industry

2013 SK Hynix Wuxi, China ©
* 1 minorinjury QQ

* Halted production of half the foundry for 6 mon&l@&
* Result of installation of new equipment O

e $1 billion in damages QO

https://www.computerworld.com/ @




Incidents in the Semiconductor Industry

2013 Samsung Hwaseong, South Korea Q
e 1 fatality .&Q
10 L diluted HF acid leaked Q)

e Likely resulted from a damaged gasket C)OQ

https://theseou Itimes.com




Process Safety Management

“Process safety management (PSM) is addressed in specific standards for the general and construction
industries. OSHA's standard emphasizes the management of hazards a iated with highly hazardous
chemicals and establishes a comprehensive management program Integrates technologies,
procedures, and management practices.” — OSHA \Q)&

N

O
14 Elements Q

« Employee Participation * Mechanical | ity
* Process Safety Information * Hot Wor
Process Hazard Analysis * Mana nt of Change
* Operating Procedures * Inci @nvestigation
* Training - E %@ncy Planning and response
* Contractors , &pliance Audits
* Pre-Startup Safety Review

E":)Trade Secrets
N
(]/



PSM Boundary in Manufacturing



PSM Boundary in the Semiconductor Industry

» Specifically challenging that the standard was not written to @
include unique processes used within the semi-conductor ()

industry.
y @Q

* Small quantities of the chemical used after the bulk K
distribution system. \Q
* Highly specialized tools with built in controls and interlocks OQ
to prevent potential incidents.
* Fast paced manufacturing environment with process@at
are installed and uninstalled within a relatively sh e
period due to new process designs.

e Limited experience with PSM applicability w!'t®g\e

industry.

e Various interpretations of PSM coverag@ icability.

* Tool level coverage creates a significant financial and
resource allocation burden that cripple operations.

Jim Testo, CSP, CIH
(L Ashley Moll

Process Safety Management & the Semi-Conductor Industry

Greystone Risk Management - https://sesha.org/wp-content/uploads/2019/11/Greystone-PSM-
Presentation.pdf




Azko-Nobel Chemicals — Limits of a Process 1997

In this case, the company does not dispute it has a covered process, as defined by 29 CFR 1910.119. However, what is disputed is the limits or the boundaries of the process downstream from
the equipment the company stipulates is part of the covered process. The company contends that interconnected equipment d stream from what it stipulates as the covered process should
not be included in the boundaries of the covered process. The company contends there is no circumstance, i.e. deviations, u&eleases, etc., which might occur downstream (outside) from

the stipulated covered process, which could affect a catastrophic release of HHC in the upstream stipulated covered proc refore, the company contends that since there is no potential for
a catastrophic release of a HHC, those downstream aspects should be considered as being outside the limits or boundakies,and should not be considered as part of the covered process.

It is OSHA's position that this issue can be resolved through the following analysis: Employers must determine:

1) the extent of process(es) by utilizing the definition of process [1910.119(b)] which includes any vessels whic &'mected and separate vessels located such that a HHC could be involved in
a potential release. Engineering and administrative controls required by the PSM standard to prevent catastrophi ease of a covered HHC may not be used to determine the extent of a
process as defined in paragraph 1910.119(b). This interpretation is predicated on the assumption that an ewv ch as an explosion will take place in the process notwithstanding such controls;

3) consider each aspect of the process as defined to determine the extent of PSM coverage for each ar aspect. Aspects of the process which contain a HHC would be covered by all PSM
elements, such as information, process hazard analysis and mechanical integrity. Aspects which do n ntain HHC, but are interconnected or located nearby are part of the process. Such
aspects may or may not be covered by the PSM standard based on whether the particular asp could cause a HHC release or interfere with mitigating the consequences if there was a HHC
release. If the particular aspects do not contain a HHC but could cause a HHC release or in ith mitigating the consequences of a HHC release, then based on the employers analysis,
various elements of PSM would apply to these aspects; ’
If based on this analysis, it is determined that interconnected equipment downstream,fte
consequences of a HHC release, and the equipment does not itself contain a TQ @
the covered process.
OSHA intends that the PHA be an objective verification to ensure that thep@ as determined by the employer (using steps including #| through #3 above) is managed in accordance with the
at

2) determine whether the process contains at any particular time a threshold quantity (TQ) or greater fa PSM HHC. If so, the process is covered by the PSM standard; and
gartr'

the stipulated covered process cannot cause a HHC release or interfere with the mitigation of the
er amount of a HHC, then such equipment could safely be considered outside the limits or boundaries of

requirements of the PSM Standard.

Paragraph 1910.119(1) process safety management of changes are anticip over the service life of the process. Aspects of the process impacted by a change must be reevaluated to
determine the extent to which they are covered by the PSM standaxd. oncern is that aspects could be removed from further consideration by an earlier evaluation of the process if the
extent of the process was determined other than described aboye. consequence of a change, an overlooked aspect could contribute to the cause of a catastrophic release or interfere with
mitigating the consequences if there was a HHC release. (L



Azko-Nobel Chemicals — Limits of a Process 1997

Employers must:

* Determine the extent of the process such that a HHC that could be i @ed in a potential release
* Administrative and Engineering Controls can’t be used to determination

* Determine if the process has a TQ or greater of PSM HHC

* |Ifso, itis covered by PSM
* Consider each aspect of the process to determine the eﬁejpof the PSM coverage

&

Based on the above determination: O

* The interconnected equipment down@ cannot cause a HHC release or
* Interfere with the mitigation of the,consequences of ta HHC relase

* The equipment itself does not cqnl/ a TQ or greater of amount of HHC

* Not PSM

* Verified by conducting a PHK]/



Key Take Aways
<

* Making Semiconductor chips is a long, complica%@ expensive and
hazardous process \

* OSHA regulates many of the chemicals use&q Semiconductor
manufacturing %

* Each employer should determine th boundary for their process

 OSHA responded to Azko-Nobel icals and laid out the rules for
determining the PSM boundar
* Determine where the ss no longer has a HHC TQ

* Confirm the bound ith a PHA
S









©

o
&

Principal Consultant OQ

Doug White (doug.white@emerson.com)

Emerson Automation Solutions

Background: Many years q@erience
g

designing, justifying, in and
commissioning adva real time
modeling, optimiz
automation appli ns in the process
industries and assessing their impact on
safety, sustainability and profitability.




Safety Moment: Safety on the Stairs

* Most of us use stairs everyday at home and

work without thinking about the risk.

— Falls are the ma@st common incident reported at
both home and\work.

— Over 1 million Americans are treated for fall-
related injuries every year.

— Estimated medical costs for falls in 2015 was
$50B

- TaKe'care to stay safe on the stairs:
+Use the handrail

— Avoid distractions like texting, conversation or
reading

— Walk, not run

— Take one step at a time

— Get help or use the elevator if moving things
— Wear good footwear

— Clear up spills when observed



Emerson At-A-Glance $13.8 BILLION

(Continuing Operations) GLOBAL NET SALES FY 2022
COMPANY PROFILE BUSINESS SEGMENTS C&NDED NYSE:
Emerson is a global leader in automation AspenTech @QI. 8 9 O E M R
SOFTWARE
technology and software. We help AND é
customers in critical industries, like CONTROL Control Systems & SOﬂwa’is\
energy, chemical, power and renewables, Measurement & A”a'y‘l""@‘ HEADQUARTERS
life sciences and factory automation ‘ > ST. LOUIS, MO USA
operate more sustainably while improving INTELLIGENT Final ContrOIA C)
. . DEVICES
productivity, energy security and Discrete A@y"”
reliability. - - WORLDWIDE
Sa %@ductivity
OQ 66,300 ewpLovees
SUSTAINABILITY MARKET PRESENC %
MANUFACTURING
~70% 24 of Top 25 130 Locaioxs
6 6 Sales tied to lectric Life sciences
YEARS sustainability enabling i produced companies use
technologies merson Emerson technology 2022 RECOGNITIONS
[ TOP 50 WORLD’S INDUSTRIAL 10T
EMPLOYERS BEST COMPANY OF
COYI\IIE"SA\E{%UC-)FLVE 60,000 O of Top 10 Woman Engineer  EMPLOYERS THE YEAR
INCREASED Wind turbines controlled with Semiconductor manufacturers use Magazine :\:/I(:ggzsine loT Breakthrough

DIVIDENDS Emerson systems Emerson technology



CSB Video Of Philadelphia Refinery Explosion and Fire
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Process Safety Risk Mitigation — Initial Layers of Protection

Initiating
Event

BN
O

N

C
C;N\
O

- Basic Process Chemistry and
Components

* Process Design
[ 1]

«Staff Training and Procedures

* Equipment Maintenance and
Monitoring Practices

» Basic Process Control Systems

— Alarm Management

- Safety Shutdown Systems
* Relief Systems

Severity
Incident



How Can New Advanced Analytical and Automation Solutions Help?

* Major Gulf Coast Refinery - “Device diagnostic software (AMS)"is key...we identified a problem
with a boiler control transmitter that avoided an estimated ‘production impact of $5 million, as
well as potential equipment damage.”

* Major Onshore Oil & Gas Processor — Implemented measurements and data analytics on key
pumps. Analytics detected anomalous relationship between changes in pump intake pressure,
motor amps and motor temperature and alerted maintenance - difficult to detect manually.
Avoided a pump failure that could have'\created a safety incident and production losses.

» A European refiner operated foursimilar and parallel amine trains. They retrofitted real-time
corrosion monitoring at key locations. It was determined that one of the four had dramatically
higher corrosion rates which might have led to a safety incident and production losses prior to
the next scheduled turnaround. Amine unit feed redistribution was implemented and the
corrosion rate was brought under control.



Advanced Analytical and Automation Solutions - Process Safety Risk
Mitigation — Components Impacted

» Basic Process Chemistry and
Components

Process Design

Staff Trainiumghand Procedures

Equipmént Maintenance and

— 0 Monitoefring Practices
S =  Basic Process Control Systems
O v Alarm Systems
[ ]

Safety Shutdown Systems

Relief Systems

Advanced Analytical and Automation Solutions provide additional risk mitigation



What Is Meant By Advanced Analytical and Automation Solutions?

Connected Enterprise
Optimized Operations

Intelligent Field

%

Safer Operation

Integrated operations arrcss the corporation connected to business outcomes
Drive towards autonoinous self-optimizing operations and maintenance

Results-orieited pervasive sensing and intelligent devices

N £ .G%D,
More Sustainable Increased Profitability Improved Reliability

10



Advanced Automation/Industrial Software /Analytics Capabilities That Support
Safety Across the Facility Lifecycle

% lloT Platform to Securely Connect & Comr::inicate with All Devices

COLLECT & Operational Historian / [ ata Platform
VISUALIZE

Enterprise Collaboration {: ¥/orkflow Automation

SCADA

aW

Digital Grid Maitagement

AR~~~

Subsurface Science & Engineering

Real-Time Modeiing System Actionable

Cost Estimation & Engineering Tools Plani:irg & Scheduling Analytics
AN
Process & Knowledge Management Procedura! Al'tomation & Production Accounting

Asset Reliability Modeling Advancer Contiol & Dynamic Optimization

Multivariate Analysis

-

Process Simulation & Operator Training System
r 4

Alarm ara Qpzrations Management Asset Performance Management

- -

Control Software

G
0\ DESIGN & PLAN OPERATE 7\’\'/ MAINTAIN
Add

Continuous Effortless Updates & Anytime, Anywhere Access



Refining And Chemical Plant Life Cycle: How Can Advanced Automation And
Software Technology Help Improve Safety Through The Plant’s Life Cycle?

Techno-economic Maintain Safe Operation Meet Regulatory Requirements

Safety Design

Process Modification Evaluation Production Planning For Enterprise Optimization
’ , ! Safe Operation ‘ L ,

* Evaluate Potential Safety * Asset Safety Monitoring Available
Issues Through Design «  Operator Training Simdlatiof Throughout The Corporation
Decisions Regarding New « Optimize Feedstock Selection » Consolidate Disparate Data Into
Processes Or Products « Set Process Targets Actionable Desktop User Interface

+ Model Fire Environments «  Optimize Predi6cti® Maintenance * Automate Regulatory Report

Generation

e e e e e e e e e e N s e

Process & Equipment\Déesign rocess Operation And Maintenance

* Accelerate Effective But Safe
Scale-up Of New Processes

» Sizing Overpressure Systems
Including PRV’s And Flare System

» » Low Pressure Storage Tank Safety

Modeling

* Accurate Warnings Of Potential Equipment Failures

* Reduce Personnel Exposure To Hazardous Conditions
* Procedural Automation Of Manual Operations

+ Alarm System Management And Optimization

] Maintain “Integrity Operating Windows” Through Real
Time Monitoring

igital Twin Modeling For Safety

12




Safety Incident — Possible Impact

Personnel Impact

==

» SIF (Serious

Injuries/ Fatalities)
« OSHA Recordables
« OSHA Lost Time

Injury

Community Impact

Environmental Impact

©

o)

e

oV
ﬁ Safety Incide @ e Tier 1, Tier 2 - LOPC

QO
<

\@Q%
2

Evacuation alert °
Sl elter in .
Placé alert °
Road Closures °

Media Headlines
and Coverage

Events
 EPA, State and Local
Reportable Events
 NOV — Notice of
Violations — Fines

=

Direct Losses
Production Losses
Civil Suits

High Loss Insurance V
Rates

Financial Impact

13



Safety Event Classification - APl RP 754

©

N\

%)
10, AFPM and API jointly created the

c>Q!\dvanced Process Safety Program (APS)

Consistent data collection (voluntary) on
all safety events (big and small) from
virtually all the US refining industry and
the majority of the petrochemical industry

Two sub-groups — Occupational Safety
(Safety and Health Committee) and
Process Safety (Process Safety
Workgroup)

14



What Does the Data Tell Us?




Occupational Safety

Source: 2022AFPM Occupational Injury and lliness Report

16



Process Safety - APl 754 Tier 1 and Tier 2 Incidence

13,2018

17



Most Common Locations For LOPC Incidents

<
QO
i @QO
&
&
R
©
QD

Source: AFPM Focused
Learning Report 2020
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Hydrocarbon Industry Property Damage Loss History

0@

§

s
Z,

S

QO

&
ﬂ%g&tion Losses are Additional!
(]/

Source: Marsh & McLennan; Large Property Damage Losses in the Hydrocarbon Industry 27th edition

Production
| osses Are

Additional!

19



How Can Recent
Technology Advances
Improve Safety?




What Is Required For Advanced Analytics and Advanced Automation?

It starts with:
Data Connectivity Storage Analytics User Interface

Cloud
Application
Platform
Data Storage

Or/ And /
v il

Server

Sophisticated
You can store all data analytics algorithms

You can measure and You can send the
collect data from data anywhere
almost anything

Convenient

with fast/ cheap for model
access development easier to
implement

User Interfaces

21



Improving Process Safety with Advanced Analytics

Process analytics can proactively monitor and detect
abnormal conditions in processes, equipment, and
connections that can affect operations and safsfv.

22



Tier 1 and Tier 2 Safety Events Frequency

Top Causes of Tier 1 and Tier 2 Safety Events

48% due to piping

“‘“ 1 3% due to tanks

1 O% due to pumps

6 % heat exchangers

2% due to fired heate

4% due to pressure v

Q%‘O
\E
@
ek
AN

essels

0@ Solutions

Piping
Real time corrosion monitoring
Tanks

Complete tank safety systems including tank
overfill protection

Pumps
Leak Detection and condition monitoring

Heat exchangers
Condition monitoring to detect problems

Fired heater
BMS compliant with new API standards.

Fire and leak monitoring
Ambient toxic gas detection and alarming

23



Corrosion Example - Continuous Integrity Monitoring Delivers Real Time Asset
Health Data Directly to Desk

Field Data Data Connectivity and Transfer AnaI@ Software User Interface

Corrosion Sensors @

User’s

QZ office
&E I Network

Server

24



Tank Safety Solutions

c)@

o)

@ Independent Protection Layers

One Overfill Statistically Q} ) oo
- erves as a Second Independen
Occurs Every _3300 Filling Q‘\ Layer of Defense Should the Basic
Operations O Control System Fail

\V 4 %Q/ L 4 2-in-1 Functionality

Overfill Prevention and Level

OQ Measurement Using One Tank Nozzle

One Overfill Every 10 Years
for Group of 10 Tanks Filled

3x / Month @ a

M Comply with Regulations

(](/b API1 2350 and IEC 61511 Compliant

for Automatic and Manual Systems

Source: Marsh and McLennan 2015

0

—4 Remote Proof-Testing

Safe and Fully Integrated Remote
Partial Proof-Tests 25



Reduce Unplanned Shutdowns with Flame Instability Detection

Production Challenges Value Enabler OQ) Impact on Operations
* Ultra low NOx burners were Rosemount 3051S Pressure Trans@ﬁe  Eliminating shutdowns saved
constantly on the verge of flame-  ith Process Intelligence Dlagp\ s $1M per event
out
« Variation in fuel BTU content « Measure draft pres@ e firebox + 70% lower cost than optical
causes flame instability of the process heat 22 times per system
second
+ Lack of insight to flame instability R ,
» Reduced safety risk
risked fired heater shutdowns - Statistical R %23 Monitoring (SPM) /
and explosion risk in case of technolo lculates standard
flame-out deviati d mean of draft pressure

}on from baseline is an

« Traditional optical scanners are * Dewi
mdication of flame instability

very expensive (fgl
(l/
$

26



Al Based Asset Fault Predictive Technology

Inputs
Sensor Build Rule Asset
Audit Agents Monitoring
Historian
Operations
Data Built-in FMEA
@ and Advice
Build Al O Detected
Anomaly
EAM/CMMS .
Maintenance Agents Monitor
Data asset, do Inspection to

Analysis detect new
normal or new

One click retrain provides continuous improvement of Agents

Outputs

Corrective
Actions

Root Cause
Identification

Anomalies
detection

Alerts &
Notifications

Predictive
Maintenance

Intuitive
Dashboards



Protective Autonomous Agent Fault Prediction - Lead Time Examples

28



Reducing Hazardous Exposure - Range of Wireless Measurement Products to
Replace Manual Checks

Temperature Level Ciscrete Vibration




What To Do Next?




What Is The Next Step? — Safety Assessment Workshops

» Structured COLLABORATIVE process to build
consensus on top priorities and safety impact

- Engagement from multiple disciplines at the
plant and headquarters

« Experienced external consultants can facilitate
session and provide outside expertise



Summary

Current Status in Refining and Petrochemical

— Occupational Safety — Significant decrease in incident rate
previously but leveling off in recent years

— Process Safety — Still a significant number of incidents ob‘c

high significance Q
* New Advanced Analytical and Automation

technologies have the potential to prog%%{/

detection of potential safety incideni to
)
S

mitigate the consequences

f@

4

\‘iog Client Safety Solutions

&

y 4

)

5
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Thank You!--
Questions?
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A new index encompassing Qfér-energy food nexus

and the risks associate h the production of
gg&ein
=
(b Dr. Tabassum Abbasi*?
2Instit nergy Systems, University of Edinburgh, Edinburgh , UK

(]/ 3Sustainability Cluster,

University of Petroleum and Energy Studies, Dehradun, India



fellowship

The food-water-energy-climate nexus impagcted by the
production of animal protein, and the asSociated risks

« Among the risks posed to the very-existence of planet earth,
one of the major ones is global warming and other forms of
pollution caused in the course-of producing animal protein from
livestock






The livesfock sector utilizes and
im s 30% of the non-polar
terrestrial surface on the planet.

The meat and dairy industries
3 create 7.1 gigatons of greenhouses

| }‘ gases annually—that's 14.5% of

total man-made emissions.



fellowship

F O
. . - “_-_.- - 1

- : Raiams\g), maintaining and utilizing

~ litestock contribute about 18% of
‘total anthropogenic greenhouse
< gas emission, second only to the
& top global warming sector: energy.




The water used by the livestock
sector is moge than 8% of the global
human water use.

@
Th%ﬁ‘obal share of water used for
,irﬁustry, drinking and servicing is
Just 0.1%.

« 500-2000 litres to produce a 1
Kg of potato, wheat, rice, or
soybeans
Image courtesy https://beef.unl.edu 43000 litres to prOdUCG one 1 Kg
of beef.



0@
Large qu@%ties of energy and
grain 'ﬁ%quired to produce meat

as pared to other forms of food.

Qc.leestock in USA consume more
wia than 7 times as much grain as is
consumed directly by the entire
American population.




* The impact of livestock production on degradation of land and
soil erosion is equally severe.



The prognosis

* The demand for livestock—and consequeéntly livestock
production—is going to increase sharply and is expected to
reach 465 million tonnes, or doubteithe 2000 figure, by 2050 .



fellowship

Protein shortage

* The world is getting more and more shart’on plant protein

 But it is facing an even greater shertage of animal protein



fellowship

* There have been concerted attempts tocreduce the footprints of
the conventional livestock production-processes but the limit of
that goal seems to have reached within both technological as
well as socio-economic constraints.

* This has left us with only.ene option: finding alternative sources
of animal protein.



||||||||||

The sustainability weighed protein production mdex
(SWePPI)

« SWePPI aims to provide a tool with which risks of global
warming and pollution are incorporatedinto the gains in terms
of per unit mass of protein obtainable‘from a source.

» With the resulting index one-¢an compare different options of
protein production and learn-how much risk each carries.

* The index also brings lout the energy-water-food nexus as the
driver of global warming and other forms of eco-degradation
caused by different sources of animal protein.



Methodology

Parameter

selection system

development

Global warming
potential

(GWP)
Land use(LU)
Water use(WU)

Protein
content(P)

Vitamin content
(I and B)

To deveir:u the
index 729 rules
were: used

Fuzzy inference

Optimi%%n
u

ionary
orithms

e

O

To determine
the optimal
weights of a

simplified
weighted
index

The food protein
production index

The best
algorithm was
selected based
on minimum
error between
the simplified
index and fuzzy

index. The
optimized
weights from the
algorithm was
deployed in the
simplified
weighted index



The fuzzy membership functions

GWP Land use

Protein content Iron content

Water use

B-vitamins content



Results

GWP from
farm to
regional
distribution

Lan;d use !
(m *year/k(m /ton)

g food
eaten)

centre (kg CO2
eq/kg
produce or
bone free
meat)

Milk 1.39

Eggs 3.39
Beef 28.73
Pork 5.85
Chicken  4.12

Mealworm 2.7

Water

Protein
content
per 100 g
edible

3.66
19
21.45
22
10.64
19.24

Iron

corieiit
nor 100 g
edible
porticn tg) portion

(mg)

0.2
2.16
2.96
0.49
0.7
2.18

B Vitamins Fuzzy food

Women in STEM
fellowship

per 100 g sustainabili

edible
portion

(mg)

1.47
2.18
13.86
6.63
10.38
8.88

ty index

11.85
46.79
12.34
12.14
21.95
86.20

15



Performance of the PSO and GA algorithms
in optimizing the weights of the PSI

Performance of the Particle Swarm Performance of the Genetic Algorithm in
Optimization algorithm in optimizing weights optimizing weights of the PSI
of the PSI



Women in STEM
llllllllll

Performance of the particle swarm algorithm in optimizing
weights of the PSI



Women in STEM
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Comparison of the linear indexes derived using GA and PSO

Animal Protein Fuzzy food

Source sustainability index food :ustainability
nrlex (PSO-FSI)

PSO dcrived linear

o)

O

GA derived linear
food sustainability
index (GA-FSI)

Milk 11.85 11.85 3.66
Eggs 46.79 U 46.79 47.71
Beef 12.3 12.34 12.25
N
Pork AQS 12.14 12.51
Chicken szgs 21.95 22.67
O
Mealworm l/ 86.20 86.20 85.52

GWP: Global warming potential from farm to regional distribution center,
LU: Land use, WU: Water use, P: Protein content, I: Iron content, B: B-vitamins content 18



Index score Interpretation

0-30 Low sustainability

\4
30-60 Aver %ustainability
60 -80 Gqﬁustainability

80 -100 §2ellent sustainability




Index scores for various sources of animal protein

Protein Index

100.00
90.00
80.00
70.00
60.00
50.00
40.00
30.00
20.00
10.00

0.00

11.85

Milk

86.20
46.79
E 21.95
12.34 12.14
)
Eggs Beef Pork Chicken Mealworm

Protein source

fellowship



Women in STEM

Popular protein sources consumed
* By a recent estimate o he world
(Shahbandeh, 2023) poultry is
the most widely eaten animal
meat in the world (41%), followed
by pork (37%) and beef (22%).
M Poultry

M Pork

« On the scale of animal protein in
general, fish and other aquatlc
sources contribute the most
(33%), followed by poultry
pork (25%) and beef (1

(1/

 Beef




» Other sources of animal protein are also
consumed in different regions such as bush
meat, frogs, reptiles, and dogs but their
proportion in global human diet is
negligible.

This shows that from among millions of

genera of animals, humankind depends

mostly on just 3 genera for its meat intake,

and a few more for its overall animal https://www.mashed.com
protein intake.

And production of all theseysources of
animal protein is imposingyon the world
great risk of global warming, pollution, and
ecosystem collapse.



Minilivestock: a veritable treasure trove

* One of the potentially most diverse, nutritious, and eco-friendly
sources of animal protein is small invertebrates, mainly insects;

« If this sounds incredulous, and possibly revolting, to hear, ‘permit
me to real off these facts:

 During all but a few hundred gears of its 4 million, year presence
on earth, Homo sapiens has been an insect<eater, or
entomophagous.

« Itis even said that it was due to certainiproteins present
abundantly in insects, which are lean in higher animals, that
human brain could evolve muchfaster and better than it
otherwise have.



Due to certain socio-religious
factors entomophagy was gradually
abandoned in most areas of the
world.

Yet it not only survives but thrives
in certain regions, mainlyin South-
East Asia, Latin America, and parts
of Africa.

Insect lollipops, Germany

Chaprah —red ant Chutney, Chattisgarh, India



Women in STEM

Key factors which make insects — or minilivestok — potentially better
source of animal protein than conventional Livesth,@

@
(s\@
» For every kilogram of vegetation consu@j@,

more animal protein is generated by
minilivestock than by conventiona&fg tock.

* Meat production, in particul%%nsumes great
energy as it takes 10 timesa ore plant nutrients
to produce meat than @) alent quantities of
insect protein. q/

Animal Kingdom



» Minilivestock is able to transform phytomass into zoomass
much more efficiently than conventional livestock .

» A substantial contribution to this energy efficiency.comes
from higher edible weight fraction of insects. For.example
80% of a cricket is edible as compared to 58%.0f chicken
and 40% of beef.

* Insects are poikilothermic—theyscan change their body
temperatures to match that ofrthe 'surroundings. Due to this,
the insects have to spend much’less part of their food energy
and nutrients in maintaining_their body temperature than the
warm-blooded livestock have to. This further enhances the
overall energy efficiency of insect-based protein production.



» Unlike conventional livestock, insects can be reared‘on a myriad of
biodegradable waste. For practically every substance of organic origin, there are
one or more species of insects specialized in feeding upon it.

« If an organic waste happens to carry the«isk of pathogens and
contaminants—such as manure—the,insects reared on it may not be directly
utilizable for human consumption but.can be made to contribute, with due quality
control, indirectly to human diet by.use as poultry or fish feed.

* In this manner insects can,reduce the demand on foodgrain for livestock feed and
free that much extra foodgrain for human consumption. In turn they may either
reduce, or add value to)the very substantial water use that is involved in grain
production (especially rice).



fellowship

 The significance of this aspect can be gauged from the fact that
60 percent of the total cost of raising farm animals is incurred
on the feed of which a major-pertion comes from foodgrain.

* In the USA about 91% of the estimated 27.1 million tons of
cereal, legume, and'vegetable protein that is otherwise fit for
human nutrition, iS fed to livestock every year. In return only 5.3
million tons of animal protein is obtained.



Women in STEM
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Back to the sustainability score of vari%%s protein sources

100.00 .&Q)

90.00 G\Q) 86.20
é 80.00 d(\
£ O
= 70.00
3 6000 Q/
£ 50.00 46.79 %
5 Q
2 20.00 O
0 %
[
§ 3000 @ 5195
o
& 20.00 11.85 12.34 12.14

> I I

0.00

Milk Beef Pork Chicken Mealworm

Protein source
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So would you like to try meal worms in
your next meal?

OR >



Women in STEM

Thank you



Greater reproductive thrust

Insects have much higher fecundity and mug¢h faster growth rate

s A

m ‘Thousands of
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